KrCERT-TR-2008-004
WebKnightE &&3t IS glMe] 2ot 45t J10|= http:/fwww.krcert.or.kr

WebKnightE £:25H IS gME 2ot 25 J10|=

KISAE 2 FAjollA 2153 WebKnight 2 5 =+ 7§AI] AQTRONIXS}
olmjgt HA= %iOU% e I EA I = o I
WebKnightE R 802 A7jych

2008. 06

D KrCERT

o1 Ef 4l 2] 8 A 2.0 2 X| 2 Al

SN or=xussmge

Korea Information Security Agency

B RuAe] A¥Y ARE Q18] HiEA] (218 PR E TAZTIKISA)| S BB FA17] vlgoh

‘@3& O YHEONGH X KrCERT/CC



KrCERT-TR-2008-004
WebKnightE &t2st IS #AMH Eot Zts} J1o|= http:/fwww.krcert.or.kr

1.2

W Fd01A slel obd EHolA WEAS FRE W FAAY o5& HeuA st
Foo)A) a0l AR el Fakn AT ot AATH PA7E Ha)7)wo]

YAlolES AFstn PR FHe UHZES ZAAIE FANC| BV &

HT A== PAHE gz BT v S dlFE SQL Injection FZo] 1 U<l
°olt}. SQL In]eCtIOD #’W 2 741/\1 4, AL Sl URL Q1o thgh 949 @S

Ae7] Bote A4 - A gA A BekS aeste] sy
Bl A ALL Y-S A DA = EHo]A] /M Al agsteiof st HSH

£ Aol uhggs
A3 Aol Ab, 2eln EHQ 9 FHo) U F 9 EF Y oJFeAclH HAUE

o ZH oA MY Het Zlol= H 9 ofFg Aol Bt HEY EEE
http:/ /www krcert.or.kr B& > 35 vy “§) B 4% Jtol=”

o] Yo WX RS 3t F7}FQ ®Hetozm MSE IS RS 93] I1ISLockDown,
URLScan 59 =4 A &3t Yok

ISLockdowne ¢} A& BE3t7] 93 4SS i A3t F Ues =72 A
2t FEEE O3 Be7EeS dAlstAY BREd + e

http:/ /download.microsoft.com/download/iis50/ Utility /2.1 /NT45XP / EN-US/iislockd.exe

URLScan& ¢ ARIE  #2|A7E MHelA AP 7Fed ) 83& AL & e
ISAPI(Internet Server Application Program Interface) EHEH 5
o2 fal@ 9 adol Awe] Edaly) olde] AUFoEN AL ddch

SN o=uuongs X KrCERT/CC



KrCERT-TR-2008-004
WebKnightE &3t IS A Hot Zst 710|= http://www.krcert.or.kr

http:/ /download.microsoft.com/download/1/9/8/198a7{df-1057-4668-9f44-035{8faeaf95 /Setup.EXE

http:/ /www.microsoft.com/ technet/security / tools / urlscan.mspx

o] 9]¢ Windowsoll A #|&3}= Support Toolst} Resource Kitdl%= oju] Thekst Ay HES
Y3t = So] X3lE o] glo] olF # &3t EN aHFHY Aol

tlo
e
o
o
p‘L
N
fr
d
ok
)
N
Q
o

stA R, ol A= TISLockdown©]y URLScan™= DB Query 7%
Injection &7 2] Yol H Woljd & it

=
=2
[ —
rot
N
N
N
%9,
o o

WebKnight= GNU 7] gtol4lz €3S m2s I/ AZEOZN BE 7|YGolu 7ile]
Aol AMEE F k. 53], A 20079 102 2129 BAe] o]Fojz o]F [ISH L]
ez g Fa ok
gk, WebKnight= SQL Injections 3Z 33 thekst 13Aq iz Add 4 Sl =
I 93, 1S9 7 WH((5.0, 6.0)0] whel HohE ] el

S o2 F Utk B8, WebKnighte] Z5® A4 429
§ HA AR S AAF T YA B K-S HAls

1‘%‘

1

HU I Ok
ez -lN
2

ofj
r{m

£ EX= "WebKnight® ©]&3% SQL Injection FZ ZT(06210); & /MARS=Z
WebKnight 212 Ho|E HWAA W3y REI Y$ 2003, IIS 6.0 FFNA X FHE3le
g T 3 FHHE gFJA0

S0 Hasly ALEX HFUE
e J|EEM QEX HE
e J|2XME U X3 E HEHEZS
e V== M H RcHHH(E) o=
o AEXIEZIS ol EHH
http://www.securenet.or.kr > FZIX| A > ZJ| utsty HF L E|

SN o=uuongs X KrCERT/CC



KrCERT-TR-2008-004
WebKnightE &-&%t IS #Me 2ot 25t 710|= http://www.krcert.or.kr

2. WebKnight Ji&

WebKnight= AQTRONIXA}(http://www.agtronix.com/)ol| A 7]at&k IS 4 s o] Ax|d 4 Qe
308 4 W3t ol WebKnighte ISAPI HE FE|2 2 3tH, IS AW kel 9|3k i
2 AGE7Y] ojxo] IS YAMZE S0 BE ¢ 24 sl YA BeArE 2% IH £ o
g} 75S 33l SQL Injection 372 5 5748 §§ 84S A AT zN YAME hxdsAl AA
=tk ol#dt 52 AH71H dulolEVE Bt ¥4 ¥ DBl oE3HA &3 SQL Injection, T
Ed traversal, A 9129 ¥4 T4 % A EAQA 719EE o] 83 HFH AMgo=
e AU CES HAg et gtk oleis WHE d#z 37 By olyEl &uiAR ¥ FHd=

_/_":

PME BT

ke
o

¢

WebKnight= ISAPL ¥ °]7] wio] B 3ot IDsel wls) g e} d4sHA 5=
o] B2 olfe] Itk MSS] URLScan¥t whH7FAIR ISAPI BEIZ A inetinfo.exe FolA &
=71 AskAl &tk A" g Ak Eo Wemeght% Ag3le] H2ES A
%M TFoz el PAH Hxrh sy Wk AS =2 F AU sHAT b

LA = Aol EdM e ARl F2E ASS 7 Oﬂ e 4

e o 12;, ok

N ol

o L
X oqm
Ol 3o

to

E

m
&
18
°

T

z

™
o
)
o

52 WebKnighte] =8 57 o]th(http://www.aqtronix.com/?PagelD=99 ).

0o & 42~(Open Source)

WebKnight= GNU, GPL(General Public License)E ™WZ+= Free X Eg]ojo|t},

o Logging

o # 4 3}(Customizable)
Weiele ol A2 Al HAS} Jhsslor gtk AXAIRREH A7 ez ¥ H

0-day(zero-day) &AvHA FAAZ F UYEE.

o A7HF ojZ Ao e T EA
WebKnight= Frontpage Extensions, WebDAYV, Flash, Cold Fusion, Outlook Web Access,
SharePoint 5% $3ko] 2+ o]F o]t}

o HTTP Error Logging

WebKnight"E %Aﬂlﬂ-}it‘ﬁ HTTP d8 &L 238 4+ Y52 A 4 9}t o] vwHo = ‘404
Not Found ¢} Z-& dutA <l o|& 1} 500 Server Error' ¢ Zo] Bttt AlzZtsl 21E8% 7|28 &

o xIg
@ oIy ONG S

0

KrCERI/CS



KrCERT-TR-2008-004

WebKnightE &8st IS M Eot 245} Jio|= http://www.krcert.or.kr
Atk dlg 23E o]&3ste] A4S FASAY AR IS B AxE A= A 2
AS 5 Aok

SSL X 5 (SSL Protection)
02 A5z Wi ae 22 WebKnights ISAPI B2 1158 AR 24 FZsl7] wiol

HTTPS ¢ 458he AHEE BUH 2 398 & ok

o 3rd-Party o]&&g|A |4 E.&(Third-Party Application Protection)
WebKnight= {4 BEsh=A ofyel MdApd7 ) AolE 3 718} A4 Al ER A
T Hed 4 Ut

o

o RFC 7#¢KRFC Compliant)
WebKnight= RFCE WEO 24 Request #h-& 2=70317] 918t 7Ie® 235 o] STt

o %2 H{ H]-&(Total Cost of Ownership)
WebKnight= 9=¢= Q12E8 #7|X9} 94 44X
WebKnightS A&1d 4= 31t} H3F WebKnight 245 HH-7
£ AEd

2IHER AX7bss] ARfels A
] A8 3 AR o]~

o +% % YH°lE 7}s(Run-time Update)

AP AP WRS Aslskm el 43 WA AN WSS LA Bl Y Mg
A

Sl tg 0w g Anlz Gl glo] AL WAT 5 A A of2 b 18ni o
3 WAe gaele] 4 g

3. WebKnight &1XI & XA

3.1. WebKnight &X]|

WebKnight7} 1.3 M o] dg]= & F 20
AL Bt AR L ulo|E So] o|FolAth 53] 20049 FURLE F FZHIY FE 9
of 71et W1 Fol £4 B F BEH 21 WA 7P ARAHE MHoEA B AT AX o
Fhol=o] e wdolmE H4 WAL AHEed AT

O_u

AN A AHgol hahAR S WA ofzte] ol

WebKnight+ 1IS 507 6.0 & H E
Me 1se WA, 1Y AxEde] mE TR, 1e)w AHY

7}A 2 9lth. WebKnighte] A x4
W o g Uyo] Ay R At

SN o=uuongs S KrCERT/CC



KrCERT-TR-2008-004
WebKnightE &&3t IS glMe] 2ot 45t J10|= http://www.krcert.or.kr

3.1.1. IIS 5.0 &7 Az 3}7]

ZAE : Windows 2000 SP4
o YA : IIS 5.0
o WebKnight &2~ H¥Eg]| : C:\Tools\WebKnight 21\
o WebKnight 7] A% t¥Eg] : C:\Program Files\ AQTRONIX WebKnight\

> A=

¢ o
)y
i
v}
ot
o
ojo
et
2L
oft
i
N

WebKnights dxsl= W £ 7 2sis 7
Microsoft InstallerE ©]83F Ax WHoltt Z2d IE

o] 714 kg A sk,

@ o} URLoA WebKnight 2.1& 22X W=t}
http:/ /www.agtronix.com/downloads/WebKnight/2007.10.08 / WebKnight.zip

EE, KrCERT EHo]A AN E 2 E vhs 5 Qo
http:/ /www Kkrcert.or.kr/firewall2 /index3.jsp

@ 452 HAF 9 Setup FUZ o] FFH oefs e HASo] YH A

Ex C ¥ ToolsWiebknight_21% Setup - | I:Il il
mHiE) HIEE) =2 BHFIA) ERT ESEH)
52 .o - Qe mEg @ BT X o B
Z2:(D) |23 C##ToolsWebKnight 21 Setup ~| @os
(K| x |08 « | ERIES [
-] Inetpub | |ElConfig.exe ; 43KE =S8 =20 2006-1:
&7 Program Files & deniad, htm KB HTML Docurnent  2003-0¢
27 Toals [Blinstall, vbs 4B WBScrpt <3, 2003-0¢
B0 WebKnight_21 [FlLog&nalysis.exe kB EE Z2IH 2007-11
L.C3 Setup #&]Feadme, him 12E HTML Document  2007-1(
: &1 Source robats, txt KB HAE 2 2006-0
-] WebRoot [=] Fiobots, xml 133E  ¥ML Document 2007-11
07 WINNT [2]uninstall vbs KB WBScrpt ~38,, 2003-0
-G8 BWE [|~3 (D) e bk night, dil 43kB S8 T2 =E 2007-1
[-{=2) MO I §5ebknight, Msi 963kE  Windows Installe...  2007-11
-8R HESI &2 __| |l=1 vrebKnight, xml kB XML Document 20a7-11
L ETE
S E il .
(11 HA (D=3 Me 22t 1.08ME) 23ME | ZEH =

® ¢ 9 F WebKnightMsi 710& 3to} Asald o} shwo] e,

‘@3& O YHEONGH X KrCERT/CC



KrCERT-TR-2008-004
WebKnightE &&3t IS glMe] 2ot 45t J10|= http://www.krcert.or.kr

—

RO WebEnight 21 Setup E El

Welcome to the AQTRONIX
WebKnight 2.1 Setup Wizard

Ther Sebp Wizard will alirw yima Ly chafege Le vaiy

A TROMDS Wb raght .1 Fasturas brs ritalid o6 your
comprber or Even Bn neveve SOTROND Webknight 2.1 from
o compuber. Chek Net B0 continu or Canosl B e the
Sebup Wizard,

@ ol T F AA B desio] Yehdd, “Typical's A Feh.

RCINIY Wehlnight 2 1 Setup |
Thnnse Setup Type e
s
Chastess Ehas Seku By Ehal hest saks yoor ness N
Iypical
1 Inshalls the mosh comimon program Featiees. Dacommandsd foe
pical Installalion
Lystom

Allcwrst e Ui chae which progr s Dealured vl b il aled
aed whins they vall B installed, Recomirandsd for sdvancad

En
-

—_— UPeTE.

i Logmplete

5.:}1 A proggr i Dasturs vill be il (Fuieng soct ik
. Haie)

<gs | | _goed |

® o|F AE AAHgo] AAHY A7 GeHW v 22 WAAZE vEhdoh

Webknight Pl

Wwebknight is succesfully installed,
You should review any setings of WehKnti%ht (by runnin% confi%exe in
1 and restart 115 on

CProgram FilesWAQTRON: Webknigh ocalHost to load

the firewall!

® 71 dX5 3HA =¥ C\Program Files\ AQTRONIX WebKnight\ ZT]o WebKnight’d |7} Ft}.
WebKnight MsiE ©]&3l] X34 =¥ Default 422 X7} 5= FAle] Aejl AR An|~
ol Global Filter= ISAPI Filtero] 2}5 525 7] & ztAsIch

SN o=uuongs S KrCERT/CC



KrCERT-TR-2008-004

WebKnight= &2t IS /M ot 25t 7fo|=

http://www.krcert.or.kr

-10] x|
TE BEE 2900 ) EAD EELH) [ = |
52 .~ - G| QEd mEg @B E X o B
Z (D) |1 C#Program Filesha0 TRONIX Webknight x| @os
=4 X | E | EVIEE [=&
| Pragrarn Files N [ElConfig.exe 436KE £& Z=2I¥ 2006
L &] denied. him 2KB  HTML Document 2003
B A [ElLogsnalysis,exe KE S22 =z 2007
&]readme,htm 12KkB HTML Docurnent 2007
=23 Common Files robots, txt KB HAE 2N 2006
-7 ComPlus spplications Fobots, xml 133KB =ML Document 2007
&7 Internet Explarer e Webknight, dil 432KE =2 T2 =E 2007
-1 Java WebKnight,xml KB XML Document 2007
H-_ microsoft frontpage
-7 Microsoft Script Debugge
IZ_II--{:I Microsoft SQL Server =
e I;I_I 1] | 2
[BHA (D23 HS 32k 36,3MB) [1,46MB [ 2=E 4

s Fo vde) SHS AR

o Config.exe : WebKnight®] 243U E ¢lolso 22 & & A = A4

o denied.htm : 27| 'Response Directly ¥42 53] HAX= 7|2 2t wlAA]
o LogAnalysis.exe : 71 47|

o Robots.xml : User-Agentol ti$+ DB 2}

© WebKnight.dll : ISAPI Filter 3}%, WebKnight7} A F2}sl= g} o]t}

o

@ NSE AAIZ} s

WebKnight.xml : WebKnight 52+& A& 4 = A4 94

IS A2} Sof] HAejapell A AFAor A7 SR HAS 47 a3t 2o] WWW A{B| 2 wh2E
&230] 4 “ISAPI HE” ®o] T}&3} 2] Webknight HEI7} A4x o2 A8o ¥ AL e
& et

weeh—12] Y x|
CIZE{E] 22t | HTTP & | MEMEY 2R | MHI 2 |
#OADIE | 29X Hes I54PI 2H | ZOPEE | 2M
JH EXE ZE= 0l 2EES 22 2 MDIEHM AMSE - 200 0l SEH
e =ME ZELCE 0l ERs =8 MIEH EMTIA] B0
A [EHOE I
sspifilt ==
|I| Compression =5 4“1';‘1(5)
= = TE...
rndbfilt e
AEEEY |
AHHIEI
2H 0I&: WebKnight
[=1a N Z2EE
& TR C#Program Fil,,. ¥WebKnight, dil
24 =8 z=

g
1]

SN 28208y

S KrCERT/CC



KrCERT-TR-2008-004
WebKnightE &&3t IS glMe] 2ot 45t J10|= http://www.krcert.or.kr

© ZE7F AHor 2EHATE AAEH tad 22 2avdo] AYENS Aot

=101x]

TR E’“IEI J.Mﬁga SRR

BS0F tuare: HQ'I'FII]HI'H WebKnight 2.1 =]
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BFiclde: Dabte ; Time ; Site Insbance ; Feenlt ; Client TP ; Username ; Gdditional info aboul reg
JONE-U1=78 ; 168027 ; M)THOMIX WebEnight Loaded

PONE-I-P8 ; 16:80:27 ; IHFO: Settings loaded from File: WebHnight .xml

i H
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2008-01-28 ; 14:48:27 ; IHFOD: NTTPS Lraflfic will be lllullilurl.-l..
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+ Path required X
i Hostname required x| Gt X
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Webknight to be installed has to be an absolute path (with a o
=4 local drive letter on that host, no UNC F
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iWebknight |

Webknight is succesfully installed on LocalHost

You should review any settings of WebKnlt)gwl?t tby running config, exe in
%:W;Prugrﬁl'n FilesWaUTROMNI X Webknight®) and restart IS on LocalHost to load
e firewall!
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o E¥ & : Windows 2003 Enterprise Edition
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o WebKnight Site Filter t ¥ E g
- C:\Program Files\ AQTRONIX WebKnight\KISA_1\
- C:\Program Files\ AQTRONIX WebKnight\KISA_2\
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B Site Filter A %]
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F71% 3ttt =5 AXE o] &3 Site Filter AX|HS dolral.
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2o AUy 22 Z9E AASH BARRIh (", ZF WebKnight AXE 913 #Y% 2HE
7}AoF gt

@ 2 % 7} WebKnight?] ConfigexeE 433} WebKnightxmlg E#-2 % “Global Filter
Capabilities" 4404l “Is Installed As Global Filter" 412 A2 E sfAst A3ty &
A74E st xmistdS Zb Erjo] dB@FoF Yoy Ft

@ 7} WebKnight £t]9] TE4K A "H” ®lo] "NETWORK SERVICE' A|AS F7fstal “271”

AE FosjEnh

@ A8yl AR AMp|AE 233t
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w8 MHI A 22 T2 4F
S8 Z2JW DIEM: |/IE S8 22 1H HIHE |
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A8 ABHP): EEEEEEN =l
S8 Z20W S(N):  [DefaultdppPool = oEEEw |
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# 79| : vhek AppPoole FUSHA AHEEH W BEIE 2} AlelEdz FRAvE Py
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® TS AAZ 3 o)A S Be}e-A )5 WebKnight7} 2HEAthe 271 AAHAAN 34
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7e WebKnight® A7Astm4 & 25 A7 op b2 a7k W 5 shig ddshd |
th. WebKnightS A A7 Foll= WEA] 1SS A2 st
> 9592 JA2EHE )&% AF AA
AAA] olot 22 o R AAErH AAE 2 WHeR sh "k AA] AR 5dF
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it AQTRONIX WebKnight 2.1 Setup =l
Modify, Repair or Remove installation
Select the operation wou wish ko perform,

Modify
Allows users ko change the way features are installed.

Repair
Repairs errars in the mosk recent installation state - fixes
missing or corrupt Files, shortcuts and registry entries,

Remove
Removes AQTRONIX Webknight 2.1 from your computer,

< Back [ext = Cancel

VBEIAHEES o]&ste] AA3131S 7494l Uninstall.vbsE 35kl A|Astd .
HZE A2 X5 e B¢E vz = Al AShd Hok
Default) C:\Program Files\ AQTRONIX WebKnight\

- = Wabknight |
o o Sl
8 Webknight was succesfully uninstalled,
Loxca (Fos ]
<AAY 52EH > < AA &= >
> % AA

B OAN2E 9n F2W A EE AolE e ue
RroN “ISAPL BE e el
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sspifilt =
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E. @QED.:. |
AELE] |
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AHHIE

ZEHOE: WebKnight
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A I C#tProgram Fil,,, WiWebknight, dil
28 =9 =11

&719k 2] WebKnights A AT & W3 S WQFstr] HsiM e ISE A7bsstoiof gt

% XN
4.1. Configdl LogAnalysisE 0|28t x| X3}

WebKnight= SQL Injection &ZAx}¢, 3-838lx e oY EE A gdk HE a5
A0l sl s EP%H& AA7sS AlFl
o] HdA)g} FAle #H&o] FHeH o] Ao
2101%‘— ALl e] ghrtolE gl shAl A A

(e
2
=
:
b
-
il
)
9
X
o
oﬁ
E{o

JatolEo] F&sA PHOR WP 2 SHe] o) TofA

ebKnighte] 235 Fxste] w3 £ oJsf 273o] A

HEE x4 2ase] gxh AgmeaY, 44 sde e L

o 2139 : C:\Program Files\ AQTRONIX WebKnight\LogFiles\ YYMMDD.log
o AAFZE% : C:\Program Files\ AQTRONIX WebKnight\ Config.exe

o A% Y : C\Program Files\ AQTRONIX WebKnight\ WebKnight.xml

o WebAgents Database : C:\Program Files\ AQTRONIX WebKnight\ Robots.xml
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AAgd e e A (2)HY olgtLE FEth WebKnightS A3 $ 7|12 o] 288 el
YAPlE A& Al vt 22 A3 SRe] & F

] riky caten Firgwall Alert - Micreeof Intamet Explone =100 =]

mui: me: DAY BAYAE SHD SEVE a

SRR .= - D0 A Que ey Fooon F| B &

| 220 [t Aucatusy =] coE (237
|

WebKnight Application Fireveall Alert

Your raquest triggersd an alert! If you fasl that yvou hawve
rpcenved thes page in eoe, phedse contact the
administratar af this wab site.

What is WebKnight?

AGTRONIX Webknight is an application firawal for weh
sorvers and is released under the GHU General Public
License. [t e an ISAP] filter for secunng web servers by
blecking certain requests. [f an alart is tiggered
webknight will take over and pratect the wabh sareor.

For mong information on Webkmght:

httpsdfwws agtroni comyebknights
AQTRONIE WahKnight
R E
e [ [ [ eEse9Eca 4

& WebKnightoll ¥ Eol o8] S A7 F FHEAol A Hujs 7]18 Hasbdo]d)
e et Byt ole o] AdEnd 2avdS do] “BLOCKED" HIAAE
g} o EolAM AGEHJ=A o} LA o] FgsoF gt WebKnight= 2.0 W
FH 2aEA7|8 AFEFr Jded AAEY Wl LogAnalysisexes AdYsd Azoz 271 3}

g
5L B MUY 4 Y3 22 EAsked F o gola Az

o
r&
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tLog A 08,01,29 lag ' 1= =l
File Edit Miew Help

EEEIE

Date | Time | Site Instance | Event | Client IP | Username | Additional i

2008-0.. 06:21:49 AQTROMIX \Webknight loaded

20028-0... 06:21:49 INFO: Settings loaded from file: WebKnight.=zml
2008-0... 06:21:49 INFO: To check if loaded correctly, you can have a...
2008-0... 06:21:49 INFO: Firewall is installed as high priority (very se...
2008-0... 06:21:49 INFO: Firewall will process raw data because it is ...
2008-0... 06:21:49 WARMING: If the firewall fails to load (red arrow d...
2008-0... 06:21:49 INFO: HTTP traffic will be monitored

2008-0... 06:21:49 INFO: HTTPS traffic will be monitored

06:21:50 [

27.0.0.1

4| | »
Date: 20058-01-29 -
Time: 06:21:50

Site Instance: WW35WC1

Event: OnUrlMap

Client IP: 127.0.0.1

Username:

Additional info about request (event specific): /
CAlnetpubhdannyshopl,

BLOCKED: Mot in allowed path list 'Ci\Inetpubtdannyshopy

m o
—

AQTRONIEX WebKnight 2,1 - 2008-01-29 05:21:49 MM

99 shae BY FPH Y PEol Aol 2unAL B4 B ted ge 2v} weh

2008-01-29 ; 06:21:50 ; W3SVC1l ; OnUrlMap ; 127.001 ; ; / ; C\Inetpub\dannyshop\ ;
BLOCKED: Not in allowed path list ‘C:\Inetpub\dannyshop\’

NeAel 2amede) 7 Bk gew 2.

Time ; Site Instance ; Event ; Client IP ; Username ; Additional info about request(event specific)

o] Sol® & Mg “Logging' MANA FHHoR B TAY 4 Ak

f

o] 235 HW "C\Inetpub\dannyshop" ¢lgt= ETol| thgt o] 3852 G=EsE A
o] At Zoltk. o]Ad White List B H o2 38T AT 719=5
g etk 2da3 EHEY HaL AFee 5 Al tie Eeke A
teFstAl s Ao
U FAQOl= WebKnighte] Ax|ot 873474, 2a3td £44] A5 24E & e 24% g5
Soll tisf 2o} - Sz FeH e

I
fu
ik
F
N
=
s
o

http:/ /www.agtronix.com/ ?PagelD=114
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239 4 Al 71E AFe 21 AIZHE GMT/UTCE 3=+ A7l GMT+09 Bt} 9A|z7t

=OBE 21 £4 A o]& #Aksteiof k(A
g A 7182 S 3l

H WebKnight.xml - Config

Eile  WishEnight Configuralion  Yiew  Help

Ao A “USE GMT”E A A3IA| Lo 2R A2

AQTRONIX WebKnight Configuration

\Scanning Fngine

[T allow Lake Scanming Default:

precedes orhar 15ART filers which might hawe paranrisl buSer ausrfious, soe

Actwid

Cxcluded web Instances

This willl eun the filer a5 & low peioriey Alver iastesd of high prissivy, Recammended (s high prisscy (is mare secure as it

Réquires raetart of 1151
W Scan Mon Secure Port Default:
Sican unenergpeed (HTTE) wab traffic (default part 10, but cas ba saything elee)
Réquires ragtart of 1151
= bu;an Secure Port Default: B
,,,,,,,,, poad (HTTEPE) wab triffic (dafoci® port 2370, but can ba anvthing alra).
Rllqullli radtart of 1181
B s Excluded Wieh Instancns Datanlt: B
Exclude cartain web initincad, recommesded foe wab initincad which hive thair oen I3ART Glr like Cudaak Wab

pshes =
Rrady T~ —
Config.exeE 53l WebKnighto] teFet BHY 7155 AAT + =t o3t 22 245 & + ok
2 40 A A DAL felslol @ AlREE TaEslen] okl Alae gl ek
e A% e
Scannine Engine | & 23T FEHTTPS), ¥I§F58} ZEHTTP) Hig 2y
A R R R L DR
: IH7E dANE 5 WebKnighto] S-S AT . ..
= Al 1"
freicent KSSPONSele}, pofaultz. golel shelg melz AA e el FE T8 oW
WS glae wiE AIA 2am @7 AR 59 Ao AT T T T
|27 ey, 21 A0, 21 gREeeldE b, Abg| e OV Disble
Logging A% 5 5o A4 Client Error, Server
cere= =0 Error: Disable
Connection |[[PE REYEH}AY 21, 249 A3 52 2F
Authenticati Al&Ele] )1 B A, A= A Sl s 2 s
Hihenteation 5 prute forceoﬂ A AFst= 5o 2
Request Limits |Z18l= Zo], URL Zo|, FZYPLEH Zo] T AT
URL Encoding ¥4, %% AZ(./), URL &), .
. = = “URL Denied Sequences”
URL Scanning |(URL €139 (%), 54 URL 2~E® & URL #H FYEHH s= sl W
EAR e cT
" 7 A
Mabped Path [Pirectory Traversal =7, wEYg4(\) T FE3IA 2 %ﬁilow;}d I:?Ss ;];]
1% Bz 2 24 A~y 588 A7 A Q—‘ﬂp%l X]%\L%J@L
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T & 7l & B AR
SONE o] xpch=)
Recuested File FEAE LS BAG A9 BE, A0 HET L i h
equested File |o) 510 =0 o —z:?—],%:é-_ Sla=t
Robots AEstE 2R, X oolAE Fol tE 2 242 24| F7E Robosxmlo] Ik
Mr oy AR WA, 54 &Y Aw R osnele] o
Headers - . =
949 54 5ol o A 5 44
Ref 5ol £ded Jau EdfFdd d A, 53 =H
SEE e g AR el 47
YAAHZE J&3e B4 Y Agentoll i3] Ad 2 Robotsxmls  F 3
User Agent He guez My AR s
Method 58 T AT MethodE ZAA(dl : GET, HEAD,
ethods — lpogTe 88813 DELETE, PUT s x At
. E4 query 22E#(xp_cmdshell, cmd.e 5 A4,
Querystring query 2=2E& oA SQL Injection AT & 347&
ZF 3 3
Global Filter |22 #E 48 oi%, POST @olde]l 54 zEg| >t “Loﬂ e
Capabiliti dshell, cmd.exe 5) A& 5< 24 FI" el lisnd
apabilities  |(xp_cmdshell, cmd.exe &) A% 5= 274 o W oA A
40 olgd F 3=
et S4e) 797t Rl
A ER=RN o " _
SQL Injection S,QL ,Injle Cti,onl, ° —1t°ﬂ °] o ﬂ 191= gl o] glor} SRR
(, ;, 'select’, ‘insert’ ‘xp_" &) SAe] ML 8 =9
arsle] 71/ 4
ANEAem wF A
Web Applications|WebDAV, IISADMPWD 5 foj&e]A|o]e] & &/-F A4 |&31A &= o=
AR AF
% [_]: WebKnight 2x & H|o]E @A F7bg Alg
9 pEe gAL 1Sl AR glo] vz Aol HAW AR e Aol WaF §40]
Jermw 7b F4 st AWES Q18] 1S Firewall®] AjA|2te] Bagh A9 AA1=2 &f
Hokwt A4 Heol B whof Az MNP we] Mo Zolrkn AThH WebKnightxml 7
S A F ISE AAIE sl H HE Default A4S 2= WebKnight.xml Qo] Aj=2 A ).
Faz, A AXHAH A AP o] 1S 6.001 4= POST MethodE AH&-3h= A 3t BEHHS

A 11S5.0 A==

4.2. Robots.xml

WebKnight 2.0%E ¢

= AdAsfor o

He=

715 %ol Robotsxmls ©]-&3+ User-Agent®] ZHA] 7]%5°]

(<3}
2R

o},

] I
@ T
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WebKnight Ax]&tjol] 7 E3E o] 1= Robots.xmlY-2> WebAgents Database Y= 24
Bolu} ARgA7E XA g Agent Sl tiste] g 4 Utk

W obots.wmi - Cemlla 210l
Eile  Webigesty Databaie  Yew  Helo
AQTRONIX Webfgents Database :I
s SMindng Cornrreercial
Uit Agents Data Minirg Commants

[auas [=

Rt [fewrw almiden dem osfoirawies  [e00]

it e ailmagcen b oormyos forawier  [rolowd sbmooom)]

it fferwew bk e comfeifirawlie [l wi doem oo

Arachrophiia

Drarwaby 100

Funrsi®eb-1.0

wcep 1]

C -Cravw e Mo rdls compatils ;. Rep: e ract go. e esior awl FRml; st o] cor ] at)
TAMU_CS_[FL_CRAWLER/LD =]

User Agents Data Minng Commential Sequences

[ahats ij

amadary

arackeaphiia

CACTWS Chasmisiry Sipacher

(=T ]

CRetwork Quality

Consptian

Dawaby

Funrslweb

radg =|

1P Addeadded Data Mineg Commarasl
s 1

Feady [

&

o]213} Robots.xml L& FAIZ JUo|E 7] wfFo] AQTRONIX &E#H o]x|o|4 Al Robots.xml
4 thEol dHolE Sh=A £t} Robots.xml el o3| o] & Ao o33 22 21
7}‘ 1:1“_'

BLOCKED: User Agent not allowed

BLOCKED: ‘[token]” not allowed in User Agent

A4 Agenth AHHE Agentrl of®l M-S spxi 9l
o] §:_]- 2= 011;].

A
O
—~

=
>

o

o= o2} e URLONA &

o AH4ile] Agent &<l
http:/ /www.aqtronix.com/research/agents/? Action=ScanUser Agent

Online adware / spyware scanner

Mo adware [ spyware infections found.

Scanned Usar-Agent: “Mozilla/d.0 (compatible; MSIE 7.0; Windows NT 5.1; NET CLR 1.0.3705; .NET CLR 1.1.4373;
Media Center PC 4.0; NET CLR 2.0.50727)°

It is possible there are more inleclions on your compuler,
this scanner only scans the user agent lor infections.

o Agent A

http:/ /www.aqtronix.com/research/agents/? Action=ShowSearch
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User Agents - Search results

User Agent Werilied Diale Added

Inddy Library [edit] (] 902/ 700 22:22:11

The Indy project is an Open Source praject that maintaing several active projects which grew out of the ariginal Indy
project.

Often wead by email harvasting and guesthook spamming bats

Run keyword analycic

User Agents - Search

Enter keyword or LA

o [Search |

AHEAL7)E AgentE F71E = lon HFE JlH aE]o] “Insert Item" 2 ©]83t 7]|EE

d35d .

&7 Robots.xml 7Y 9] DataBase &3-& U3 2th(08. 6. 19 7]F)

19 Junm 2000 AQTRONIX

User-Agents Database

Your A Hers for Fros
B i B

wa Chiphes o plase poos ad hare

inor Agerts Menu - Hosme

User Agents - Menu Database Stalistics
Liut all ueer agenis Total User Agents: 1305
Dt Mining [ £
Scam lor Ad-J Spywars Data Minlng (B Birarsiaer: |
Scap Uzer Agonl DhasmBososl Blwmmgpor: :f:‘“'. Pimme _3"
L mabl arvesting: 75 ot < :
Aihil e ussr agent Cussiboak Spamming giy . mai R
Bat R RO e, 3p  Mrewser Extensbon: 63
Sy 10
11y Hdiing: 11
gy Device: 25
gy Mews Fond: 10
214 Search Englae 44
i 3y Filtering Sefware k]
Software Componsvt 54
walldatbon Tool:
Link Chacking: Translaiben F

& 277N Z ERHl dHolH A F emailFa FH, WHE 29v 59 Izl oA Roly
Agent 9] DatabaseE A|F3td F7] Wio] SHo|AE FAIZ FQlste] JUOEE 3F= A

o] Fth.

o Robots.xml YH|o|E

http:/ /www.agtronix.com/downloads/WebKnight/Robots/Robots.xml
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4.3 EdHT ZALOlQ1 IP 4H

s)oln Aekd Faelut mel 7 5 48 @ Wt 47 Ed"n Aol A fab
3] W] FHo2 YAsle] AVE THBR oHd AVAAL AW FA, YA 9]
P2 23w AGE Pol Ul AeEAsA @] wEe] B2 Frel AFssth @, dle)
IPAE] )5 WA 2101 AR e

U B AAUs AWstr] 9% oA IP 55om ot o] IPEl tisl AL o) P2 HAs)
o}
=

D 221.149.161.5 @ 211.252.151.24 3 211.252.151.44

o 4] Scanning Engine - Use Excluded IP Addresses &A1&
sttt

o] IP =% WebKnight 2% 3
Enable ¢ % o} std#} o] SEFH ok ES shvte] IP7E ofvet W2 Atz
™ 221.149.161.5/24 ¢} o] CIDR¥EZ|H o g2 A Ho}

L Welikisit el - Canfiy M= 1E|
MR R T I #{wil-
=
' Use Esduded Wab Instantes Dedsulti & J
Euclids netiin wak inianis s meoemmasdnd o vk inatarani whioh hove Soir sn 152 B libe Gtk Wl

Accars.

Exchaded "-ﬂf‘ In*'an w1

Vs 2]
106
191
1w
1m
104
105
Thain ain Bra mab ibitamc s macivdnd o i< amamg Latrpomt aim Cutlask web heinds wab diws (1larieg o ifs
wrtangs 1003
 Use Exdudsd 1P Addrerson Crafaaile: ™
Ludbuils dnrtiin §F widennind o rarqua, this illows comim haots te bawe s hared ddinds e year wab dnivied,
Euriuded 1P Adrataen: A
e Esiss sech bove ory i I by et
s [FX T = =
P .
11 A 15N Lo
relfF- AL LE LY
Thuan aie Chm CF ailendbni oo rargi

Uncident Response Hardling
' Ragparde Diructly D & =
Faady [RUME |

# o] 7% WebKnight 21 o) MR 7b5st7] W] 39 WA AgAE 21 HACE
gadlel= sobwt A8 4 Ak

/KISA =7ewongs D
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BLOCKED: User Agent not allowed ; BLOCKED: 'indy library' not allowed in User Agent

16:29:39 ; W3SVC1 ; OnPreprocHeaders ; X.X.X.X ; HEAD ; /main/my_milage.asp
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BLOCKED: User Agent not allowed ; BLOCKED: 'indy library' not allowed in User Agent

WebKnight= SQL Injection®] 75§+ #4185 EAstA 7] Witol AH= A 253 o] "Indy
Library"g}= AgentS AM8-317] wjiol] Atdhe] Atk o2 Add ¥4 E shdolth

SN o=uuongs X KrCERT/CC



KrCERT-TR-2008-004
WebKnightE &23t IS gAMe Eot 25l Jlo|= http://www.krcert.or.kr

njeien Sean| || pommzafecs Vimarmy_peage. ate - = PEHE - aue - Ay

Inidiion Wi mac: | I MUCAE reum [0 esEm [0 AR 2R
AT LM EATEN  SOLHEATEH i AcowssSh NEH
ol i | M am] e HURE | HRoe | e
rubEs SHEToE SNELET SmEE ~ HEZRIEBORE

o [eils TE. ICNEET | #En [ vegream_ [ s0_ [ wser_ [ wsee Jum

Gefw'etihel [CE—— x|

e WUNEMEUY. UNEYE IR

=
Bl
[
K1
B
El

il : 3
NARED am| =m E EJ ‘3m| zn| um| m= an - — .
CRE [#I7:784 [+mEw a1 L=

WebKnighte] 437 £Ua At Faste H2E7 2 ey A3 AAY F7)
H27h A HEA 0wA B4 sof ATk EE oY@
23 A4S o BelAt Ad 9 ¥4 ARLREe A4 U $EL 2F & olok ¥ A

o},

AF7hA F 4859l WebKnights o83 1S fAue] Bk sl dis) 27hsiich
WebKnightE Al 2851 = Hg Arol HEAA & 43 258 54 Adazns 4l
& A, A8 9 BAETE] 9] AR e TR YAIECM frEsiA 28 &

& sk

i

nich

3 52 Fustel 9 ojFelAola 4
AVANARE FASA Adshe Aol 7 S84 Hojof & Aolm, ¥7hH Het A=

WebKnightE &-83}7] njgtch

SN o=uuongs > KrCERT/CC



