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AgendaAgenda

• Measuring Performance

• Router Switching Paths

• Features Affecting Performance

• Optimized Network Design

• Troubleshooting
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Measuring PerformanceMeasuring Performance
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Performance RealityPerformance Reality

Vendors often engage in
‘Specmanship’ in an attempt to

give their products a better position
in the marketplace. This usually

involves much ‘smoke and mirrors’
to confuse the user.

“

”RFC 1242/1944 Scott Bradner
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Media CharacteristicsMedia Characteristics

EthernetEthernet 96 96 bitsbits 1,518 1,518 BytesBytes 10 10 MbpsMbps

BandwidthBandwidthMaximumMaximum
Valid FrameValid Frame

MinimumMinimum
Valid FrameValid FrameIFGIFG

Token RingToken Ring

FDDIFDDI

ATMATM

BRIBRI

PRIPRI

T1T1

4 4 bitbit

00

00

00

00

00

64 64 BytesBytes

34 34 BytesBytes

30 30 BytesBytes
(AAL5)(AAL5)

24 24 BytesBytes

24 24 BytesBytes

14 14 BytesBytes

1616K BytesK Bytes

4,500 4,500 BytesBytes

1616K BytesK Bytes
(AAL5)(AAL5)

1500 1500 BytesBytes

1500 1500 BytesBytes

4500 4500 BytesBytes

16 16 MbpsMbps

100 100 MbpsMbps

155 155 MbpsMbps

128 128 KbpsKbps

1.472 1.472 MbpsMbps

1.5 1.5 MbpsMbps

Fast EthernetFast Ethernet 96 96 bitsbits 1,518 1,518 BytesBytes 100 100 MbpsMbps64 64 BytesBytes

32 32 BytesBytes
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Theoretical ValuesTheoretical Values

Bandwidth ���� Packet Size =
Theoretical Performance

Smaller Packets

Bigger Packets

(Less Efficient, More pps)

(Better Utilization, Less pps)
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64
128

256
512

768
1024

1280
1518

87,891

43,945

21,973

10,986
7,324

5,493
4,395

3,706

14,880

8,445
4,528

2,349 1,586
1,197

961
812

3,014
1,507

753
377

251
188

151
127

-

10,000

20,000

30,000

40,000

50,000
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70,000

80,000

90,000

T1

Ethernet

T3

Size of Frames (Bytes)

Number of 
Packets per 

Second

Maximum Theoretical PPSMaximum Theoretical PPS
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Cisco Low-End/Cisco Low-End/
Mid-Range SwitchingMid-Range Switching

PathsPaths
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• Packet copied
to packet buffers

• No network/host
destination in
fast switch cache

Network
Interface
Module

D-Bus

Fast CacheFast Cache

System
Buffers

Packet
Buffers

CPU MemoryCPU Memory
Routing TableRouting Table

•
•
•

A3
BB
C1

Ethernet 1
FDDI 2
Ethernet 5

CPU

•
•
•

SharedShared
MemoryMemory

DST = BBDST = BB

PacketPacketFrame

IRQ
Packet
Header

Data

Low-End/Mid-Range ProcessLow-End/Mid-Range Process
SwitchingSwitching
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Low-End/Mid-RangeLow-End/Mid-Range
Process SwitchingProcess Switching

D-Bus

Fast CacheFast Cache

System
Buffers

Packet
Buffers

CPU MemoryCPU Memory
Routing TableRouting Table

•
•
•

A3
BB
C1

Ethernet 1
FDDI 2
Ethernet 5

CPU

•
•
•

Network
Interface
Module

• In Scheduled mode,
Look up destination
in routing table

• Initialize fast cache

SharedShared
MemoryMemory

DST = BBDST = BB Scheduled
tasks

Packet
Header

Data
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Oban# show apple cacheOban# show apple cache

AppleTalk Routing Cache, * = active entry,AppleTalk Routing Cache, * = active entry,

cache version is 195cache version is 195

Destination        Interface           MAC HeaderDestination        Interface           MAC Header

* 8.100              Ethernet0    00000C35EDED00000C064146* 8.100              Ethernet0    00000C35EDED00000C064146

* 7043.42          Fddi0           00000C0DFDD800000C064146* 7043.42          Fddi0           00000C0DFDD800000C064146

* 7070.28          Fddi0           00000C0DFDD800000C064146* 7070.28          Fddi0           00000C0DFDD800000C064146

* 7101.105        Fddi0           00000C0DFDD800000C064146* 7101.105        Fddi0           00000C0DFDD800000C064146

* 7207.1            Fddi0           00000C0DFDD800000C064146* 7207.1            Fddi0           00000C0DFDD800000C064146

* 7364.2            Ethernet0     00000C37140800000C064146* 7364.2            Ethernet0     00000C37140800000C064146

* 7364.22          Ethernet0     00000C37140800000C064146* 7364.22          Ethernet0     00000C37140800000C064146

* 7369.131        Ethernet11    0800097F6A8900000C064121* 7369.131        Ethernet11    0800097F6A8900000C064121

Low-End Initializing FastLow-End Initializing Fast
SwitchingSwitching
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Network
Interface
Module

D-Bus

Fast CacheFast Cache

System
Buffers

Packet
Buffers

CPU MemoryCPU Memory
Routing TableRouting Table

•
•
•

A
3B
BC
1

Ethernet 1
FDDI 2
Ethernet 5

CPU

Low-End/Mid-RangeLow-End/Mid-Range
Process SwitchingProcess Switching

FDDI

•
•
•

BB FDDI 2 AAA34B…

SharedShared
MemoryMemory

PacketPacket
HeaderHeader Data

• L2 encapsulation

• TTL-1

• L3 Checksum

• CRC computed on
network interface model

Packet
Header

Data

Packet
Header

Data
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Fast SwitchingFast Switching

• Recursion resolution at process level

• Classfull

• Per-destination load sharing

• Cache entries aged to limit the
cache size
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Fast SwitchingFast Switching

• Overhead inherent to cache
maintenance

Route change

Interface state change

Configuration change

• Assumes finite number of
active flows
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Deployment InformationDeployment Information

• Available in all platforms

• Enabled using the ‘ip route-cache’
interface command

• Deprecated
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Network
Interface
Module

D-Bus

Fast CacheFast Cache

System
Buffers

Packet
Buffers

CPU MemoryCPU Memory
Routing TableRouting Table

•
•
•

A3
BB
C1

Ethernet 1
FDDI 2
Ethernet 5

CPU

•
•
•

• Packet copied to
packet buffers

• Interrupt CPU

• Network/host destination
match in “Fast cache”

Low-End/Mid-RangeLow-End/Mid-Range
Fast SwitchingFast Switching

BB FDDI 2 AAA34B…

SharedShared
MemoryMemory

Packet
Header

Data

DST = BBDST = BB

PacketPacketFrame

IRQ
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Network
Interface
Module

D-Bus

Fast CacheFast Cache

System
Buffers

Packet
Buffers

CPU MemoryCPU Memory
Routing TableRouting Table

•
•
•

A3
BB
C1

Ethernet 1
FDDI 2
Ethernet 5

CPU

•
•
•

BB FDDI 2 AAA34B…

Low-End/Mid-RangeLow-End/Mid-Range
Fast SwitchingFast Switching

SharedShared
MemoryMemory

PacketPacket
HeaderHeader Data

DST = BBDST = BB

PacketPacket
HeaderHeader Data

• L2 encapsulation

• TTL-1

• L3 Checksum

• CRC computed on
network interface model
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Low-Mid Range PerformanceLow-Mid Range Performance

  

FastFast

15,00015,000

6,0006,000

12,00012,000

14,00014,000

16,00016,000

40,00040,000

45,00045,000

50,00050,000

<protocol><protocol>
route cacheroute cache

ProcessProcess

3,0003,000

760760

1,5001,500

2,0002,000

2,0002,000

4,0004,000

10,00010,000

11,00011,000

no <protocol>no <protocol>
route cacheroute cache

PlatformPlatform

17201720

25xx25xx

261x261x

262x262x

36203620

36403640

45004500

47004700

commandcommand
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Cisco 7000 SeriesCisco 7000 Series
Switching PathsSwitching Paths
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Cisco 7000 SeriesCisco 7000 Series——
Switching PathsSwitching Paths

Process Switching Initializes Switching Caches

Fast Switching Default for All Protocols

Autonomous Switching Enable per Interface/Protocol

Silicon Switching Need Silicon Switch Processor

RSP7000 Optimum* Need RSP7000 Processor

RSP7000 NetFlow* Need RSP7000 Processor

Process Switching Initializes Switching Caches

Fast Switching Default for All Protocols

Autonomous Switching Enable per Interface/Protocol

Silicon Switching Need Silicon Switch Processor

RSP7000 Optimum* Need RSP7000 Processor

RSP7000 NetFlow* Need RSP7000 Processor

*Explained in 7500 Section
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Cisco 7000 SeriesCisco 7000 Series——
Process SwitchingProcess Switching

Interface
Processor

CxBus

Switch Processor/SSP    Route Processor

System Bus

Routing
Table

System
Buffer

Fast
Cache

SiSi DRAM

Silicon
Cache

Packet
Buffers

Autonomous
Cache

 Packet
Memory
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SiSi

Route Processor

SiSi

Switch Processor/SSP

Cisco 7000 SeriesCisco 7000 Series——
Process SwitchingProcess Switching

• Packet copied to packet
buffer

• No network/host destination
in silicon or autonomous
cache

Packet
 Buffers

Silicon
Cache
Silicon
Cache

Autonomous
Cache

Autonomous
Cache

•
•
•

•
•
•

System BuffersSystem Buffers

System Bus
DST = BBDST = BB

Routing TableRouting Table

Fast CacheFast Cache
DST = BBDST = BB

PacketPacket
HeaderHeader Data

•
•
•

A
3B
BC
1

Ethernet 1
FDDI 2
Ethernet 5

•
•
•
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SiSiPacket Buffers

PacketPacket
HeaderHeader Data

Cisco 7000 SeriesCisco 7000 Series——
Process SwitchingProcess Switching

• Packet header copied
to system buffer

• No network/host destination
in fast switch cache

Switch Processor/SSP Route Processor

Routing TableRouting Table

Fast CacheFast Cache
•
•
•

A
3B
BC
1

Ethernet 1
FDDI 2
Ethernet 5

•
•
•

System BuffersSystem Buffers

DST = BBDST = BB

Packet HeaderPacket Header

System
Bus
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Switch Processor/SSP

Cisco 7000 SeriesCisco 7000 Series——
Process SwitchingProcess Switching

Route Processor

•
•
•

A3
BB
C1

Ethernet 1
FDDI 2
Ethernet 5

•
•
•

• Entire packet copied to system buffer

• Look up destination in routing table
and initialize fast switch cache

System BuffersSystem Buffers

SiSi
System

BusPacket Buffers

PacketPacket
HeaderHeader Data

DST = BBDST = BB

Routing TableRouting Table

Fast CacheFast CachePackePacke
tt

HeadeHeade
rr

Data
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Autonomous/SSE SwitchingAutonomous/SSE Switching

• Hardware/microcode assist

• Extension of fast switching cache

• Increased performance/reduce
functionality

• Cache misses bubble up the packet

• Same issues as fast switching

• Now deprecated
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Switch Processor/SSP Route Processor

SiSi
System

Bus

Cisco 7000 SeriesCisco 7000 Series——InitializingInitializing
Autonomous Switching CacheAutonomous Switching Cache

• Fast switching cache copied
to silicon switch processor
to become autonomous
switch cache

Autonomous
Cache

Fast
Cache
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Switch Processor/SSP Route Processor

SiSi
System

Bus

Cisco 7000 SeriesCisco 7000 Series——InitializingInitializing
Silicon Switching CodeSilicon Switching Code

• Route processor performs cache
update calculations and deposits
results into silicon switch engine

Silicon
Cache

Fast
Cache
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SiSi

Switch Processor/SSP Route Processor

Packet Buffers

PacketPacket
HeaderHeader Data

Cisco 7000 SeriesCisco 7000 Series——
Process SwitchingProcess Switching

• Frame rewrite

• New frame sent
to exit interface

• Interface
processor
computes CRC

Interface
Processor

CxBus

System BuffersSystem Buffers

Fast
Cache

System Bus

Silicon
Cache

Autonomous
Cache

Data

NewNew
 Frame Frame

Routing
Table

FDDI

29
1133_04F8_c1
NW98_US_110
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SiSi

Switch Processor/SSP Route Processor

OriginalOriginal
FrameFrame

• Packet copied to packet buffer

• No network/host destination in silicon
or autonomous switching cache

• Packet header copied to system buffer

• Look up network/host destination
in fast switching cache

System Bus

Interface
Processor

CxBus

System BuffersSystem Buffers

DST = BBDST = BB

PacketPacket
 Header Header

Routing TableRouting Table

•
•
•

A3
BB
C1

Ethernet 1
FDDI 2
Ethernet 5

Fast CacheFast Cache

•
•
•
•
•

B
B

FDDI 2 AAA34B
…

Packet Buffers

PacketPacket
HeaderHeader Data

Silicon
Cache
SiliconSilicon
CacheCache

Autonomous
Cache

AutonomousAutonomous
CacheCache

•
•
•

•
•
•

Cisco 7000 SeriesCisco 7000 Series——
Fast SwitchingFast Switching
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SiSi

Switch Processor/SSP Route Processor

Cisco 7000 SeriesCisco 7000 Series——Fast SwitchingFast Switching

• Frame rewrite

• New frame sent
to exit interface

• Interface processor
computes CRC

CxBus

System BuffersSystem Buffers Routing TableRouting Table

•
•
•

A3
BB
C1

Ethernet 1
FDDI 2
Ethernet 5

Fast CacheFast Cache

Interface
Processor

NewNew
 Frame Frame

FDDI

•
•
•
•
•

B
B

FDDI 2 AAA34B
…

System BusPacket Buffers

PacketPacket
HeaderHeader Data

Silicon
Cache
Silicon
Cache

Autonomous
Cache

Autonomous
Cache

•
•
•

•
•
•

31
1133_04F8_c1
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Cisco 7000 Series AutonomousCisco 7000 Series Autonomous
SwitchingSwitching

• Packet copied to
packet buffer

• Look up Layer 3
destination in
autonomous
switch cache

OriginalOriginal
FrameFrame

SiSi

Switch Processor/SSP

Packet Buffers

Interface
Processor

CxBus

Autonomous CacheAutonomous CacheAutonomous Cache Route
Processor

•
•
•
•
•

B
B

FDDI 2 AAA34B
…

DST = BBDST = BB

PacketPacket
HeaderHeader Data

System Bus
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Cisco 7000 Series AutonomousCisco 7000 Series Autonomous
SwitchingSwitching

• Frame rewrite using
autonomous cache
entry

• Interface processor
computes CRC

SiSi

Switch Processor/SSP

Autonomous
Cache

AutonomousAutonomous
CacheCache

Route
Processor

•
•
•
•
•

BB FDDI 2 AAA34B…

Interface
Processor

NewNew
 Frame Frame

FDDI

System Bus
Packet Buffers

PacketPacket
HeaderHeader Data
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Cisco 7000 SeriesCisco 7000 Series
Silicon SwitchingSilicon Switching

• Packet copied to
packet buffer

• Look up Layer 3
destination in silicon
switch cache

OriginalOriginal
FrameFrame

SiSi

SSP

Packet Buffers

Interface
Processor

CxBus

•
•
•
•
•

B
B

FDDI 2 AAA34B
…

DST = BBDST = BB

PacketPacket
HeaderHeader Data

Silicon Switch
Cache

Silicon SwitchSilicon Switch
CacheCache Route

Processor

System Bus
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• Frame rewrite using
silicon cache entry

• Interface processor
computes CRC

SiSi

SSP
Silicon Switch

Cache
Silicon SwitchSilicon Switch

CacheCache Route
Processor

•
•
•
•
•

BB FDDI 2 AAA34B…

Interface
Processor

NewNew
 Frame Frame

FDDI

CxBus

Packet Buffers

PacketPacket
HeaderHeader Data

System Bus

Cisco 7000 Series SiliconCisco 7000 Series Silicon
SwitchingSwitching
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Cisco 7000 SeriesCisco 7000 Series——
Switching SummarySwitching Summary

ProcessProcess 2,500 pps2,500 pps
no <protocol> route-cacheno <protocol> route-cache

FastFast 30,000 pps30,000 pps
<protocol> route-cache<protocol> route-cache

AutonomousAutonomous 200,000 pps200,000 pps
<protocol> route-cache Cisco bus<protocol> route-cache Cisco bus

SiliconSilicon 271,000 pps271,000 pps
<protocol> route-cache SSE<protocol> route-cache SSE
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RSP-Based RouterRSP-Based Router
Switching PathsSwitching Paths
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Switching PathSwitching Path
CiscoCisco

7000 w/RSP7000 w/RSP
CiscoCisco
72007200

CiscoCisco
75007500

Process SwitchingProcess Switching

Fast SwitchingFast Switching

Optimum SwitchingOptimum Switching

NetFlow SwitchingNetFlow Switching

Distributed SwitchingDistributed Switching

CEFCEF

CommentsComments

YesYes

YesYes

YesYes

YesYes

YesYes

YesYes

YesYes

YesYes

YesYes

YesYes

NoNo

YesYes

YesYes

YesYes

YesYes

YesYes

YesYes

YesYes

Initializes Switching CachesInitializes Switching Caches

Default (except IP)Default (except IP)

Default for IPDefault for IP

Configurable per interfaceConfigurable per interface

Using VIP2-20/VIP2-40Using VIP2-20/VIP2-40

New IP default (IOS 12.0)New IP default (IOS 12.0)

RSP-Based RouterRSP-Based Router
Switching PathsSwitching Paths
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Cisco 7500 SeriesCisco 7500 Series——
Memory AllocationsMemory Allocations

RSP

Interface
Processor

CyBus

Packet Memory

System
Buffers

Fast
Cache

Optimum
Cache

DRAM

Routing
Table FIB

ADJ Table

SRAMSRAM

NetFlow
Cache

40
601
F0_6877_x © 1999, Cisco Systems, Inc. 

CyBus

Cisco 7500 SeriesCisco 7500 Series——
Process SwitchingProcess Switching

• Packet copied to
packet memory

• No network/host
destination in fast
switching cache

Interface
Processor

Routing TableRouting Table

•
•
•

A3
BB
C1

Ethernet 1
FDDI 2
Ethernet 5

Fast CacheFast Cache

•
•
•

DST = BBDST = BB

PacketPacket

HeaderHeader

Data
Packet

Memory

OriginalOriginal
FrameFrame

RSP
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• Packet copied to
system buffer

• Look up Layer 3 network
address in routing table

• Initialize fast switch cache

CyBus

Cisco 7500 SeriesCisco 7500 Series——
Process SwitchingProcess Switching

Interface
Processor

Routing TableRouting Table

System
Buffers

DST = BBDST = BB

PacketPacket
 Header Header

Data

RSP

PacketPacket
 Header Header

Data

•
•
•

A3
BB
C1

Ethernet 1
FDDI 2
Ethernet 5

Packet
Memory

Fast CacheFast Cache

•
•
•

41
1133_04F8_c1
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Cisco 7500 SeriesCisco 7500 Series——
Process SwitchingProcess Switching

• Frame rewrite

• New frame sent
to exit interface

• Interface processor
computes CRC

RSP

Routing TableRouting Table

•
•
•

A3
BB
C1

Ethernet 1
FDDI 2
Ethernet 5

CyBus

Interface
Processor

NewNew
 Frame Frame

FDDI

Packet Memory

PacketPacket
HeaderHeader Data

Fast CacheFast Cache

•
•
•

BB FDDI 2 AAA34B

System Buffers
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Cisco 7500 SeriesCisco 7500 Series——
Fast SwitchingFast Switching

• Packet copied to
packet memory

• Network/host
destination found in
fast switching cache

RSP

Interface
Processor

CyBus

Routing TableRouting Table

DST = BBDST = BB

PacketPacket

HeaderHeader

Data
Packet

Memory

OriginalOriginal
FrameFrame

•
•
•

A3
BB
C1

Ethernet 1
FDDI 2
Ethernet 5

Fast CacheFast Cache

•
•
•

BB FDDI 2

System Buffers

AAA34B
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Cisco 7500 SeriesCisco 7500 Series——
Fast SwitchingFast Switching

• Frame rewrite

• New frame sent
to exit interface

• Interface processor
computes CRC

RSP

Routing TableRouting Table

•
•
•

A3
BB
C1

Ethernet 1
FDDI 2
Ethernet 5

CyBus

Interface
Processor

NewNew
 Frame Frame

FDDI

Packet Memory

PacketPacket
HeaderHeader Data

Fast CacheFast Cache

•
•
•

BB FDDI 2

System Buffers

AAA34B
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Optimum SwitchingOptimum Switching

• Extension of fast switching

• Optimum cache

• Optimized for higher performance

• Same issues

• Deprecated in Cisco IOS 12.0
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Cisco 7500 SeriesCisco 7500 Series——
Optimum SwitchingOptimum Switching

• Packet copied to
packet memory

• Network/host
destination found
in optimum
switching cache

RSP

Interface
Processor

CyBus

Optimum CacheOptimum Cache

DST = BBDST = BB

PacketPacket

HeaderHeader

Data

System Buffers

Packet
Memory

OriginalOriginal
FrameFrame

BB FDDI 2 AAA34B…
•
•
•
•
•

Fast Cache
AA Eth 1

FF

65

TR 6

Eth 12

0C00512...

AA0CD6...

08356B7...

•
•
•

BB FDDI 2 AAA34B
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Cisco 7500 SeriesCisco 7500 Series——
Optimum SwitchingOptimum Switching

• Frame rewrite

• New frame sent
to exit interface

• Interface processor
computes CRC

RSP
System Buffers

CyBus

Interface
Processor

NewNew
 Frame Frame

FDDI

Packet Memory

PacketPacket
HeaderHeader Data

Routing
Table

Optimum
Cache

Fast
Cache
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CyBus

Cisco 7500 SeriesCisco 7500 Series——
NetFlow SwitchingNetFlow Switching

Interface
Processor

PacketPacket
 Header Header

Data

NetFlow CacheNetFlow Cache
BB A3 6 80 6665 fddi 2 eth 1 000c0D

....

RSP

Packet
Memory
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Definition of NetFlowDefinition of NetFlow

• A unidirectional sequence of packets
between a given source and destination

DST=BDST=B DST=BDST=B DST=BDST=B DST=BDST=B

Router BRouter A
WAN 
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NetFlow GranularityNetFlow Granularity
Data EncapsulationData Encapsulation

EthernetEthernet
 Header Header IP HeaderIP Header TCP/UDPTCP/UDP

  Header  Header DATA

Application Layer
(Telnet, FTP, etc.)

Transport Layer
(TCP, UDP)

Network Layer
(IP)

Data Link Layer
(Ethernet, TR, etc.)

IP HeaderIP Header TCP/UDPTCP/UDP
 Header Header

TCP/UDPTCP/UDP
 Header Header

DATA

DATA

DATA
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CyBus

Cisco 7500 SeriesCisco 7500 Series——
NetFlow SwitchingNetFlow Switching

• Packet copied to
packet memory

• No match in
NetFlow switching
cache

Interface
Processor

DST = BBDST = BB
SRC = A3SRC = A3

Port = TCPPort = TCP
DPort = WWWDPort = WWW
SPort = 2112SPort = 2112

PacketPacket
 Header Header

Data

OriginalOriginal
FrameFrame

NetFlow CacheNetFlow Cache
BB A3 6 80 6665 fddi 2 eth 1 000c0D

....

RSP

Packet
Memory
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Cisco 7500 SeriesCisco 7500 Series——
NetFlow SwitchingNetFlow Switching

• Packet copied to system buffer

• Look up Layer 3 network
address in routing table

• Initialize NetFlow switch cache
*AFTER*  feature check

RSP

Interface
Processor

CyBus

BB A3 6 80 6665 fddi 2 eth 1 000c0D
....

NetFlow CacheNetFlow Cache

System
Buffers

Packet
Memory

DST = BBDST = BB

PacketPacket
 Header Header

Data

PacketPacket
 Header Header

Data

Routing TableRouting Table

•
•
•

A
3B
BC
1

Ethernet 1
FDDI 2
Ethernet 5
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NetFlow SwitchingNetFlow Switching

• Only first packet is processed by multiple tasks

• Connection-oriented NetFlow is defined with specific
service requirements based on source/destination
network address and transport layer port numbers

• Single switching task applies network services and
collects traffic statistics

First
Packet

Subsequent
Packets

Route
Table

Access
List

Queuing
Priority

Accounting
Data

SwitchingSwitching
TaskTask

SecuritySecurity
TaskTask

NetFlowNetFlow
SwitchingSwitching

TaskTask

NetFlow
Cache

Flow 
Specifications

NetFlowNetFlow
StatisticsStatistics

NetFlowNetFlow
DataData

ExportExport

AccountingAccounting
TaskTask

QueuingQueuing
TaskTask
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FDDI

NetFlow CacheNetFlow Cache

RSP

Cisco 7500 SeriesCisco 7500 Series——
NetFlow SwitchingNetFlow Switching

• Frame rewrite

• New frame sent
to exit interface

• Interface
processor
computes CRC

System Buffers

Packet Memory

PacketPacket
 Header Header

Data

Routing TableRouting Table

•
•
•

A
3B
BC
1

Ethernet 1
FDDI 2
Ethernet 5

CyBus

Interface
Processor

New
 Frame
New

 Frame

BB A3 6 80 2112 fddi 2 eth 1 BS93065..

BB A3 6 80 6665 fddi 2 eth 1 000c0D..
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NetFlow CacheNetFlow Cache

Cisco 7500 SeriesCisco 7500 Series——
NetFlow SwitchingNetFlow Switching

• Packet copied to
packet memory

• Match for flow
specification found in
NetFlow switching cache

Interface
Processor

CyBus

DST = BBDST = BB
SRC = A3SRC = A3

Port = TCPPort = TCP
DPort = WWWDPort = WWW
SPort = 2112SPort = 2112

PacketPacket
 Header Header

Data

Packet
Memory

OriginalOriginal
FrameFrame

BB A3 6 80 2112 fddi 2 eth 1 BS93065..

BB A3 6 80 6665 fddi 2 eth 1 000c0D..

RSP
Routing TableRouting Table

•
•
•

A
3B
BC
1

Ethernet 1
FDDI 2
Ethernet 5
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Cisco 7500 SeriesCisco 7500 Series——
NetFlow SwitchingNetFlow Switching

• Frame rewrite

• New frame sent
to exit interface

• Interface
processor
computes CRC

RSP
System Buffers

Packet Memory

PacketPacket
 Header Header

Data

CyBus

Interface
Processor

NewNew
 Frame Frame

FDDI

BB A3 6 80 2112 fddi 2 eth 1 BS93065..

BB A3 6 80 6665 fddi 2 eth 1 000c0D..

NetFlow CacheNetFlow Cache

Routing TableRouting TableRouting TableRouting Table

•
•
•

A
3B
BC
1

Ethernet 1
FDDI 2
Ethernet 5
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• Extensive statistics maintained on L3 device

• Snapshot summary traffic characterization

NetFlow Statistics

IP NetFlow Switching Cache, 29999 Active, 2769 Inactive, 58411388 added Statistics Cleared 141949 Seconds Ago

ProtocolProtocol TotalTotal
 Flows Flows

Flows/Flows/
Sec.Sec.

Packets/Packets/
FlowFlow

Bytes/Bytes/
PktPkt

Packets/Packets/
Sec.Sec.

Active Sec/Active Sec/
FlowFlow

Idle Sec/Idle Sec/
FlowFlow

TCPTCP——TelnetTelnet 267,034267,034 1.81.8 233233 7575 439.3439.3 182.6182.6 36.536.5
FTPFTP 1,030,8371,030,837 7.27.2 1010 7878 76.676.6 22.622.6 43.743.7
FTPDFTPD 554,967554,967 3.93.9 164164 345345 641.3641.3 52.752.7 15.715.7
WWWWWW 32,107,85832,107,858 226.2226.2 1515 247247 3610.63610.6 13.513.5 28.128.1
SMTPSMTP 3,526,2313,526,231 24.824.8 1313 159159 323.1323.1 10.210.2 23.623.6
XX 9,6009,600 0.00.0 121121 129129 8.28.2 148.2148.2 55.155.1
BGPBGP 111,096111,096 0.70.7 1414 7777 11.511.5 229.2229.2 61.161.1
OtherOther 5,729,1725,729,172 40.340.3 7070 220220 2858.12858.1 71.071.0 41.341.3

UDPUDP——TFTPTFTP 2,3982,398 0.00.0 33 6262 0.00.0 13.413.4 69.569.5
DNSDNS 12,875,07712,875,077 90.790.7 22 110110 195.4195.4 5.45.4 43.643.6
OtherOther 1,489,0721,489,072 10.410.4 3030 293293 321.8321.8 28.528.5 68.768.7

ICMPICMP 665,771665,771 4.64.6 1313 259259 62.862.8 75.775.7 66.866.8
IGMPIGMP 5,1445,144 0.00.0 1818 278278 0.60.6 82.482.4 64.364.3
IPINIPIPINIP 4,4504,450 0.00.0 933933 377377 29.229.2 166.7166.7 61.061.0
IPIP—— OtherOther 2,6932,693 0.00.0 1111 136136 0.20.2 80.880.8 65.765.7

TOTALTOTAL 58,381,40058,381,400 411.3411.3 2020 227227 8579.48579.4 0.00.0 0.00.0

NetFlow ServicesNetFlow Services——
Manageability/AccountingManageability/Accounting
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• Powerful traffic
    engineering tool

• ISP and/or
    Application
    selection

• Distributed
performance and

    flow acceleration

• IP Precedence
    based QoS

Enterprise
Backbone

Standard ISP

F
E

C
F

E
C

Premium ISP

NPR NPR

  E.g. ERP     Application E.g.    E-mail

NetFlow Policy Routing (NPR)NetFlow Policy Routing (NPR)
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NetFlow Policy RoutingNetFlow Policy Routing

• NetFlow calls policy routing at
flow creation time

• Policy routing checks if the packet
needs to be policy routed

• If not convey that to NetFlow

• Subsequent packets for the flow
don’t go through policy routing,
hence minimize forwarding overhead
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NetFlow Policy RoutingNetFlow Policy Routing

• If it requires policy routing, policy
route it and attach state to the flow

• Subsequent packets for the flow
are fast-policy routed using the
attached state

• Distributed version for
increased performance



Copyright © 1998 Cisco Systems Inc All rights reserved Printed in USA

61
601
F0_6877_x © 1999, Cisco Systems, Inc. 

NetFlow Feature AccelerationNetFlow Feature Acceleration

• NetFlow is leveraged to accelerate
specific Cisco IOS features, including:

NetFlow Policy Routing (NPR)

Router-based Network Data Encryption

Network Address Translation (NAT)

Committed Access Rate (CAR)

Web Cache Control Protocol (WCCPv2)

Others
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Demand CacheDemand Cache
Switch Path PerformanceSwitch Path Performance

CharacteristicsCharacteristics
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RSP2 Optimum vs. NetFlowRSP2 Optimum vs. NetFlow
SwitchingSwitching

Note: NDR stands for No Drop Rate

CPU% stands for RSP CPU Utilization

0 50 100 150 200 250

64

128

256

512

1024

Flow 135 132 135 71 36

Optimum 216 216 137 71 36

64 128 256 512 1024
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RSP2 Optimum vs.RSP2 Optimum vs.
NetFlow with ExportNetFlow with Export

0 50 100 150 200 250

64

256

1024

Flow W/ Export 120 120 120 71 36

Flow 135 132 135 71 36

Optimum 216 216 137 71 36

64 128 256 512 1024
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Distributed Cache BasedDistributed Cache Based
SwitchingSwitching
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• Distributed ‘fast’
and NetFlow
switching for IP
traffic

• Locally switched
traffic does not
cross system bus

• System
performance is
optimized with both
xIPs and VIPs

Pkt Mem

Route Switch Processors

Pkt Mem

Slave RSPMaster RSP

VIP VIP VIP

SiSi SiSi

Cisco 7500 Series Distributed SwitchingCisco 7500 Series Distributed Switching
VIP Distributed/Local SwitchingVIP Distributed/Local Switching
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Cisco ExpressCisco Express
ForwardingForwarding
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Cisco Express ForwardingCisco Express Forwarding

• New topology driven architecture

• Main components

Forwarding Information Base (FIB)

Adjacency table

• No process switching of packets
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CEF ConceptsCEF Concepts

• The following describe the functions
involved in CEF

• Build adjacencies with neighbors

• Pre-calculate all information needed to forward
packets to VIP’s

• Create Forwarding Information Base (FIB)

• Distribute full forwarding information to
line cards

• Preclude RSP from switching packets

• Reduce aggregate system memory utilization
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FIB TableFIB Table

• Shadow copy of the IP routing table

• Classless

• Routing protocol independent

• One for each route in IP routing table

• Each entry has one or more path

• Each path has nexthop IP address and
nexthop interface

• Each path points to an adjacency
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Adjacency TableAdjacency Table

• Maintains IP address to
Mac-rewrite mapping

• Populated by ARP table, Frame Relay
map table and ATM map table, etc.

• Mac-rewrite of the nexthop is all
that’s required to switch packet
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Cisco Express Forwarding:Cisco Express Forwarding:
Routing TableRouting Table

Data Bus

System
Buffers

Packet
Memory

Routing TableRouting Table

FIB Table

•
•
•

A3
BB
C1

Ethernet 1
FDDI 2
Ethernet 5

Routing
protocols inject
routes into the
routing table

OSPF, IGRP
EIGRP, RIP, 
BGP, IS-IS

• The routing table contains a list of reachable
networks

• The routing information is passed down to the
Forwarding Information Base (FIB) manipulated, into
an optimized software look-up tree (mtrie)

Route
Processor
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Data Bus

Cisco Express Forwarding:Cisco Express Forwarding:
Forwarding TableForwarding Table

Syste
m

Buffers
Packet

Memory

FIB TableFIB Table

Routing Table

•
•
•

A3
BB
C1

Ethernet 1
FDDI 2
Ethernet 5

List ofList of
ReachableReachable
NetworksNetworks

In Out

• The FIB is a database of information which is
used when making a packet-forwarding decision

Updated when a route is added, removed, or changed in
the routing table

The FIB s/w tree contains a list of destination IP prefixes

Pointer to the adjacency database

Route
Processor
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List of Next
Hop Devices
List of Next

Hop Devices

Data Bus

Syste
m

Buffers
Packet

Memory

Cisco Express Forwarding:Cisco Express Forwarding:
Adjacency TableAdjacency Table

FIB TableFIB Table

•
•
•

A3
BB
C1

Ethernet 1
FDDI 2
Ethernet 5

MAC Address

3215.2511.AFFC
0001.2345.6789
3005.6798.AA05

Ethernet 1/1
Serial 1/1
Serial 1/2

Output Interface

Adjacency
Table

• A list of adjacent nodes and their status up/down
• Adjacency table is populated as it discovers

adjacent nodes
On the creation of an adjacency, a link-layer header to reach the
node is computed and stored in the database

Route
Processor
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Versatile interfaceVersatile interface
ProcessorProcessor

C7500 Distributed Architecture - 1996

Route Switch ProcessorRoute Switch Processor

Forwarding
Cache

CyBus

Versatile interfaceVersatile interface
ProcessorProcessor

Distributed
Forwarding

Cache

Versatile interfaceVersatile interface
ProcessorProcessor

Distributed
Forwarding

Cache

First Packet 
‘Process Switched’

    Subsequent Packets
‘Fast Switched’

Versatile interfaceVersatile interface
ProcessorProcessor

Distributed
Forwarding

Cache

Routing
Table

C7500 Distributed Architecture - 1999

Route Switch ProcessorRoute Switch Processor

Forwarding
Information

Base

Versatile interfaceVersatile interface
ProcessorProcessor

All packets forwarded via switching line cards

Versatile interfaceVersatile interface
ProcessorProcessor

Routing
TableIOS

Investment

Protection Versatile interfaceVersatile interface
ProcessorProcessor
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     Adjacency Table:      Forwarding Information Base:

•  IP Address          L2/MAC mapping

•  Populated by ARP

•  Maintains counters/statistics

•  Adjacencies defines as Normal, Null, Receive, Punt, Incomplete etc.

•  Constructed by routing process

•  Foundation for Tag Information Base (TIB)

Distributed CEFDistributed CEF——For Example,For Example,
dCEF on the Cisco 7500dCEF on the Cisco 7500
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Destination

Sources

• Per packet and enhanced per destination

• Enhanced per destination is based on source and
destination IP addresses

• Each destination flow takes a single, separate path

• Reduces need for per packet load-sharing

CEF Load-SharingCEF Load-Sharing
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CEF and QoSCEF and QoS

• CAR classifies packets into classes

• Polices within each class as “in” and
“out” of profile

• Mark “in” with higher precedence
than “out”

• Can be used to drop “out” packets
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CEF and QoSCEF and QoS

• WRED can manage queues that
develop in the routers

Prioritizes “in” traffic over the rest

• WFQ can be used to allocate
bandwidth to each CoS

• Unused bandwidth from a CoS
available for others
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AgendaAgenda

• Measuring Performance

• Router Architectures/Switching Paths

• Features Affecting Performance

• Optimized Network Design

• Troubleshooting

80
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Features Affecting PerformanceFeatures Affecting Performance

• Multicast

• Queuing

• Compression

• Filtering

• Encryption
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MulticastMulticast
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I/P Buffer
Header

I/P Buffer
Header

Particle Headers

Packet Memory
Divided into
Particles

O/P Buffer
Header

Cloned
Particle

Headers

O/P Buffer
Header

O/P Buffer
Header

Particle
Headers

New Header

New Header

Multicast Buffer CloningMulticast Buffer Cloning

• For Multicast we only need to replicated the Packet Header
Particle.  All “Data” particles need not be replicated.

• The Buffer Header Pointers associate the cloned header particle
with the data particles.
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QueuingQueuing
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QueuingQueuing

• The Cisco IOS implements four different
queuing algorithms today:

First in, First Out (FIFO) Queuing

Priority Queuing

Custom Queuing

Weighted Fair Queuing

• Queuing occurs when network congestion
occurs (i.e., the queue depth => 1), else all
packets are sent as they arrive at the
interface



Copyright © 1998 Cisco Systems Inc All rights reserved Printed in USA

85
601
F0_6877_x © 1999, Cisco Systems, Inc. 

Priority QueuingPriority Queuing

• Four queues: high, medium, normal and low
• Higher level queue starves the queues below

Medium 
Priority

High 
Priority

Normal 
Priority

Low 
Priority
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Custom QueuingCustom Queuing

SNA TCP / IP Other

• Control % of interface bandwidth for specified traffic
• 17 output queues for each interface [16 configurable]
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Weighted Fair QueuingWeighted Fair Queuing

Session 
1

Session 
2

Session 
3

Session 
4

• Low-bandwidth sessions have priority
over high-bandwidth sessions

• High-bandwidth sessions assigned weights
• Default for <2.048 Mbps interfaces
• Fair-queue interface command
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Shared Packet Memory
(SRAM)

Shared System Memory
(DRAM)

Output I/fOutput I/f

System BuffersSystem Buffers

Packet BuffersPacket Buffers

Output Hold QOutput Hold Q

“Fancy” Queued
Packets
“Fancy” Queued
Packets

Processes and FunctionsProcesses and Functions

• Dequeuing is the function used when a packet
has been process switched and needs to be
passed to the output interface, or when an
interface has “fancy” queuing enabled and again
packets are stored in system buffers until they
are dequeued (based on queuing mechanism)
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FIFO

Process Switching

HMNL

Priority Queuing

3210

Custom Queuing

Output Hold Q

Processes and FunctionsProcesses and Functions

• In the case of “fancy” queuing being applied to an
interface, the Output Hold Queue represents either the (4)
Priority, (>16) Custom or (>256) Weighted Fair queues

• In Process switching this is a FIFO queue by default
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CompressionCompression
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Cisco IOS Compression SolutionsCisco IOS Compression Solutions

Data CompressionData Compression
MethodMethod

Supported WANSupported WAN
EncapsulationEncapsulation

CharacteristicsCharacteristics

TCP/IP HeaderTCP/IP Header
•• Uses Van Jacobson Uses Van Jacobson 

algorithm (rfc 1144)algorithm (rfc 1144)

Per InterfacePer Interface
•• STAC or PredictorSTAC or Predictor
•• PPP/CCP supports PPP/CCP supports 

STAC and PredictorSTAC and Predictor

Per-Virtual CircuitPer-Virtual Circuit
•• STAC or PredictorSTAC or Predictor

Frame RelayFrame Relay
PPPPPP
X.25X.25

PPPPPP
HDLCHDLC
LAPBLAPB

Frame RelayFrame Relay
X.25X.25

•• Up to 50% throughput improvementUp to 50% throughput improvement

•• Saves retransmission of redundantSaves retransmission of redundant
information in headerinformation in header

•• Delivers bandwidth savings forDelivers bandwidth savings for
small-sized packetssmall-sized packets

•• Uses standard TCP/IP framesUses standard TCP/IP frames

•• Point-to-point lines or ISDN connectionsPoint-to-point lines or ISDN connections

•• Allows a mix of packet sizes and typesAllows a mix of packet sizes and types

•• Provides good compression ratioProvides good compression ratio

•• Protocol independentProtocol independent

•• Individual control of compressionIndividual control of compression
on each virtual circuit saveson each virtual circuit saves
system resourcessystem resources

•• Protocol independentProtocol independent

91
1133_04F8_c1
NW98_US_110
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STAC vs PredictorSTAC vs Predictor

• STAC

Stac performs a little better than
predictor at low speeds. (i.e., over ISDN
B channels)

Stac is very CPU intensive but uses
little memory

• Predictor

Predictor uses more memory but is not
as CPU intensive
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Security FeaturesSecurity Features
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ACL DevelopmentACL Development

  Cisco IOSCisco IOS
  Release                   Release                 Performance EnhancementPerformance Enhancement

      9.21               9.21         Inbound and Outbound Access Lists Can Be Fast SwitchedInbound and Outbound Access Lists Can Be Fast Switched

     10.0              10.0         Standard Outbound Access Lists Can Be SSE SwitchedStandard Outbound Access Lists Can Be SSE Switched
on Cisco 7000-Series Routerson Cisco 7000-Series Routers

     10.3               10.3          Extended Outbound Access Lists Can Be SSE SwitchedExtended Outbound Access Lists Can Be SSE Switched
on Cisco 7000-Series Routerson Cisco 7000-Series Routers

     11.0 (3)      11.0 (3) Inbound and Outbound, Standard and Extended ListsInbound and Outbound, Standard and Extended Lists
Can Be SSE Switched on Cisco 7000-Series RoutersCan Be SSE Switched on Cisco 7000-Series Routers

     11.1             11.1        Access Lists Can Use NetFlow Switching on Cisco 7500Access Lists Can Use NetFlow Switching on Cisco 7500
and Cisco 7000-Series Routers with an RSPand Cisco 7000-Series Routers with an RSP

     11.1(5)      11.1(5) Access Lists Can Use NetFlow Switching on CiscoAccess Lists Can Use NetFlow Switching on Cisco
7200-Series Routers7200-Series Routers
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RSP2 AClRSP2 ACl’’s with Optimum vs.s with Optimum vs.
NetFlowNetFlow

0 50 100 150 200 250

0

5

50

200

Flow w/ Export 120 110.63 109.6 108 99 84 65.25 21.19

Flow 135 123.38 121.53 120 111 93 66.75 21.75

Optimum 216 131.25 113.63 103.5 51 20.25 9.19 0.46

0 1 5 10 50 100 200 900
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RSP4 AClRSP4 ACl’’s with Optimum vs.s with Optimum vs.
NetFlowNetFlow

(Note: this test is done for 64 byte packets only)

0 50 100 150 200 250 300 350

0

3

7

Flow with Export 231.02 229.5 225 222.6 222 221.85

Flow 253.51 243.01 241.51 239.56 238.5 237.76

Optimum 345.77 237 226.5 216.01 208.5 201.1

0 1 3 5 7 9
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RSP2 AClRSP2 ACl’’s with Optimum vs.s with Optimum vs.
CEF vs. NetFlowCEF vs. NetFlow

(Note: this test is done for 64 byte packets only)

0 50 100 150 200 250

0

3

7

CEF_Flow w/ Export 128 121 120 118 118 117

CEF_Flow 141 134 132 132 131 129

CEF 240 114 107 104 93 86

Optimum 221 128 118 109 101 92

0 1 3 5 7 9
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IPSec VPN RouterIPSec VPN Router
PerformancePerformance

• Performance tests done by
EWAN BU and MSABU in Feb’99

• Includes Cisco 7200/NPE300,
7200/NPE200, 3640, 3620, 2620,
2610, and 1720
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Performance Test SetupPerformance Test Setup

• Cisco IOS 12.0

• Two identical routers connected
back-to-back

• Via serial link clocked at

 4 Mbps for 7200

 1.5 Mbps for all others

• Full-duplex traffic from SmartBits
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Performance Test CoveragePerformance Test Coverage

• Ethernet pkt sizes: 64, 128, 256, 512,
1024 bytes

• IPSec ESP encryption: DES, 3DES

• IPSec ESP authentication: SHA, MD5

• Crypto access-list length: 1, 25
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Performance Test ResultsPerformance Test Results

• Charts show “one-way” throughput
(total traffic through router is twice
as much)

• Throughput based on end-to-end IP
packets (i.e. IPSec and MAC
overhead not counted)

• Charts show results for crypto
access-list length of 1 (less than 5%
degradation for access-list length 25)
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Performance ObservationsPerformance Observations

• Throughput improves with packet
size because of reduced per-packet
IPSec overhead

• Results verify 3DES more CPU-
intensive than DES, and SHA more
CPU-intensive than MD5

• DES vs. 3DES performance
difference is not “triple”
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AgendaAgenda

• Measuring Performance

• Router Architectures/Switching Paths

• Features Affecting Performance

• Optimized Network Design

• Troubleshooting
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FDDI

56 Kb

Host Host

Host Host Host

Host

Host

Distributed vs. CentralizedDistributed vs. Centralized
ServersServers
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Serial-Line, Load-BalancingSerial-Line, Load-Balancing
CEF/Process SwitchingCEF/Process Switching

Routing Table

Destination Network Next Hop
Net 1234 Serial 0

Serial 1Net 1234

Serial 0
Serial 1

Remote 1

Net 1234

11 22 33

1

2

3

Tom

Bob

TFTP

69691266612666

7
Tom

Ethernet HeaderEthernet Header

Ken
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Serial-Line, Load-Balancing
Fast/Optimum Switching

Destination Interface MAC Address

1.2.3.0/24 Serial 1 00c0AABD0800......

2.2.3.0/24 Serial 0 00d0AA360800......

FAST/OPTIMUM CACHE

Serial 0
Serial 1

Remote 1

Net 1234

22 22 22
22 22 22

11 11 11

11 11 11

1.2.3.4

Tom

Bob

TFTP

69691267712677

7
1.2.3.4

Ethernet HeaderEthernet Header

5.2.3.4

TFTP

69691266612666

7
2.2.3.4

Ethernet HeaderEthernet Header

5.2.3.4
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2.2.3.4

5.2.3.4

Serial-Line, Load-Balancing
NetFlow Switching

Serial 0
Serial 1

Remote 1

Net 1.2.3.0/24

22 22 22
22 22 22

11 11 11

11 11 11

1.2.3.41.2.3.5

TFTP

69691267712677

7
1.2.3.4

Ethernet HeaderEthernet Header

5.1.2.3

TFTP

69691266612666

7
1.2.3.5

Ethernet HeaderEthernet Header

5.1.2.4
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AgendaAgenda

• Measuring Performance

• Router Architectures/Switching Paths

• Features Affecting Performance

• Optimized Network Design

• Troubleshooting
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Receiving PacketReceiving Packet

CPU

R
x 

in
te

rr
up

t

Increment “ignore”
Increment “no buffer”

*Drop Packet*
Return to Scheduled
Processes

Free buffer header
available

Interface Driver
Code

Packet on interface

no

Move Packet to
Shared Memory

1

1

2

5

2

3

Assign a free Buffer
header

Discard Frame
Increment “Overrun”
if CPU too slow

4

Interface
FIFO
Buffer

Frame Check3

4

6

5

Discard Frame
Update Frame
errors, e.g.
“Runt, Giant,CRC”

Fail

Process Scheduler

Shared Memory    Buffer Headers

6

no
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If “Input Hold Queue”
Full, *Drop Packet*
Increment “Input Queue
Drop”

Go to
FastSwitching

YesYes

Classify Packet

Can the Packet be 
Fast Switched

Assign System Buffer
Return Packet Buffer to

Free List
8

8

Enqueue Packet
for Process
Switching

7

9

IP Process
Input Hold

Queue

Rx Interrupt
Complete

Return CPU to
Scheduled Tasks

Fast CacheFast Cache

CPU

Rx interruptInterface
FIFO
Buffer

9

System MemorySystem Memory

8

7

System Buffers

Receiving a PacketReceiving a Packet
(Process Switching)(Process Switching)
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If Output Hold Queue is
Full, packet is dropped
with an
“Output Queue Drop”

Forwarding
Decision

Packet is enqueued
in for Output I/f in

Output Hold Queue

10

Output Hold Queue

CPU

Interface
FIFO
Buffer

System Memory

Write new
header over
old header

System Buffers

10

Packet is
Transmitted

11

11

12

12

Transmitting a PacketTransmitting a Packet
(Process Switching)(Process Switching)
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TQL

Go to
FastSwitching

Classify Packet

Can the Packet be 
Fast Switched

7

Fast CacheFast Cache

CPU

InterfaceInterface
FIFOFIFO
BufferBuffer

Packet MemoryPacket Memory

7

Packet Buffers

i/p o/p Obtain Output
header from Fast

Cache

8

8

Rewrite header
and move Buffer
header or move
packet to output
interface buffer

9

9

If no Output Buffer available drop
packet with

“output Buffer Failure
Note: if

“Transmit Buffer Backing-
Store”

is enabled the packet will be
moved to System Buffers and de-
queued as with Process switching

An “output buffer swap”
is incremented

Enqueue packet
for interface

Transmit Queue

10

10

11
Transmit Packet

11

Transmitting a PacketTransmitting a Packet
(Fast Switching)(Fast Switching)

Switching Paths UsedSwitching Paths Used

CadenHead#  show interface stat

Ethernet0/0
   Switching path         Pkts In       Chars In       Pkts Out    Chars Out
       Processor            2778308      269468540    1549954    137370016
       Route cache                  91                6983                 9               756
   Autonomous/SSE     106360        18478151           4286          382009
            Total                2884759      287953674     1554249    137752781

Ethernet0/1
   Switching path         Pkts In        Chars In       Pkts Out     Chars Out
        Processor           1958203      193347523     1338734    116950789
        Route cache                  0                       0                  0                   0
    Autonomous/SSE      74478          7844330                  1               336
             Total               2032681      201191853      1338735   116951125

CadenHead#  show interface stat

Ethernet0/0
   Switching path         Pkts In       Chars In       Pkts Out    Chars Out
       Processor            2778308      269468540    1549954    137370016
       Route cache                  91                6983                 9               756
   Autonomous/SSE     106360        18478151           4286          382009
            Total                2884759      287953674     1554249    137752781

Ethernet0/1
   Switching path         Pkts In        Chars In       Pkts Out     Chars Out
        Processor           1958203      193347523     1338734    116950789
        Route cache                  0                       0                  0                   0
    Autonomous/SSE      74478          7844330                  1               336
             Total               2032681      201191853      1338735   116951125
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Interface ConfigurationInterface Configuration

CadenHead#  show ip interface

Ethernet0/0 is up, line protocol is up
  Internet address is 171.68.156.3 255.255.255.248
  Broadcast address is 255.255.255.255
  Address determined by non-volatile memory
  MTU is 1500 bytes
  Helper address is not set
  Directed broadcast forwarding is enabled
  Multicast reserved groups joined: 224.0.0.10
  Outgoing access list is not set
  Inbound  access list is not set
  Proxy ARP is enabled
  Security level is default

CadenHead#  show ip interface

Ethernet0/0 is up, line protocol is up
  Internet address is 171.68.156.3 255.255.255.248
  Broadcast address is 255.255.255.255
  Address determined by non-volatile memory
  MTU is 1500 bytes
  Helper address is not set
  Directed broadcast forwarding is enabled
  Multicast reserved groups joined: 224.0.0.10
  Outgoing access list is not set
  Inbound  access list is not set
  Proxy ARP is enabled
  Security level is default

Interface Configuration (Cont.)Interface Configuration (Cont.)

  Split horizon is enabled
  ICMP redirects are always sent
  ICMP unreachables are always sent
  ICMP mask replies are never sent
  IP autonomous switching is enabled
  IP multicast fast switching is enabled
  Router Discovery is disabled
  IP output packet accounting is disabled
  IP access violation accounting is disabled
  TCP/IP header compression is disabled
  Probe proxy name replies are disabled
  Gateway Discovery is disabled
  Policy routing is disabled

  Split horizon is enabled
  ICMP redirects are always sent
  ICMP unreachables are always sent
  ICMP mask replies are never sent
  IP autonomous switching is enabled
  IP multicast fast switching is enabled
  Router Discovery is disabled
  IP output packet accounting is disabled
  IP access violation accounting is disabled
  TCP/IP header compression is disabled
  Probe proxy name replies are disabled
  Gateway Discovery is disabled
  Policy routing is disabled
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Performance SummaryPerformance Summary

• Understand performance requirement

• Use fastest supported switching path

• Choose appropriate router platform

• Carefully implement performance-
affecting features
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Please Complete YourPlease Complete Your
Evaluation FormEvaluation Form

Session 601Session 601
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