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Authentic ProblemsAuthentic Problems™™: A Better Approach : A Better Approach 
to Root Cause to Root Cause 



The Challenges of Root Cause AnalysisThe Challenges of Root Cause Analysis

!! Ability to analyze any problem that mattersAbility to analyze any problem that matters
•• BrownoutBrownout
•• Configuration problemConfiguration problem
•• Performance degradationPerformance degradation
•• Resource contention Resource contention 
•• Security violation …Security violation …

!! Adaptability: every environment is differentAdaptability: every environment is different
!! Automation: people can’t correlate fast/wellAutomation: people can’t correlate fast/well
!! Extensibility: new technologies = new problemsExtensibility: new technologies = new problems

Wanted: A Better Approach To Root Cause Analysis



SMARTS InChargeSMARTS InCharge™™ ApproachApproach

Each problem has a unique Each problem has a unique Signature Signature –– itsits symptomssymptoms

!! SMARTS starts with SMARTS starts with Authentic ProblemsAuthentic Problems™™
!! Codifies their behavior in generic Codifies their behavior in generic Behavior Models Behavior Models 
!! Automatically applies models to discovered objects to Automatically applies models to discovered objects to 

create create Problem SignaturesProblem Signatures
!! Automatically matches signatures to symptoms to Automatically matches signatures to symptoms to 

diagnose authentic problems diagnose authentic problems 
!! Automatically computes business impacts Automatically computes business impacts 

Builds on patented Builds on patented Codebook Correlation Technology™Codebook Correlation Technology™



InCharge Architectural ComponentsInCharge Architectural ComponentsInCharge Architectural ComponentsInCharge Architectural Components

InCharge Engine



Example of a SignatureExample of a Signature

!! Card 0 in Switch 1 fails  Card 0 in Switch 1 fails  
•• s1c0 down signature: {s1c0p0l0, s1c0p0l1, s1c0p1l0, s1c0p1l1, s1c0 down signature: {s1c0p0l0, s1c0p0l1, s1c0p1l0, s1c0p1l1, 

s0c0p0l0, s2c0p0l1, s0c0p1l0, s2c0p1l1} operationally downs0c0p0l0, s2c0p0l1, s0c0p1l0, s2c0p1l1} operationally down
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Example Behavior ModelsExample Behavior Models

Switch Model
Problem Down Causes ConnectedPortDown
Propagated symptom ConnectedPortDown To Cards in the Switch

Card Model
Problem Down Causes PortDown
Propagated symptom PortDown To Physical Ports in the Card are Down
Propagated symptom ConnectedPortDown To Physical Ports in the Card

Physical Port Model
Problem Down Causes PortDown
Propagated symptom PortDown To Logical Ports Layered over the Port are Down
Propagated symptom ConnectedPortDown To Layered over Logical Ports

Logical Port Model
Problem Down Causes OperationallyDown , ConnectedPortDown
Local symptom OperationallyDown
Propagated symptom ConnectedPortDown To Connected Logical Ports are Down



Automatically Created SignaturesAutomatically Created Signatures
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s0c0p0l0 1 1 1 1 1
s0c0p0l1 1 1 1 1 1
s0c0p1l0 1 1 1 1 1
s0c0p1l1 1 1 1 1 1
s0c1p0l0 1 1 1 1 1
s0c1p0l1 1 1 1 1 1
s0c1p1l0 1 1 1 1 1
s0c1p1l1 1 1 1 1 1
s1c0p0l0 1 1 1 1 1
s1c0p0l1 1 1 1 1 1
s1c0p1l0 1 1 1 1 1
s1c0p1l1 1 1 1 1 1
s1c1p0l0 1 1 1 1 1
s1c1p0l1 1 1 1 1 1
s1c1p1l0 1 1 1 1 1
s1c1p1l1 1 1 1 1 1
s2c0p0l0 1 1 1 1 1
s2c0p0l1 1 1 1 1 1
s2c0p1l0 1 1 1 1 1
s2c0p1l1 1 1 1 1 1
s2c1p0l0 1 1 1 1 1
s2c1p0l1 1 1 1 1 1
s2c1p1l0 1 1 1 1 1
s2c1p1l1 1 1 1 1 1
s3c0p0l0 1 1 1 1 1
s3c0p0l1 1 1 1 1 1
s3c0p1l0 1 1 1 1 1
s3c0p1l1 1 1 1 1 1
s3c1p0l0 1 1 1 1 1
s3c1p0l1 1 1 1 1 1
s3c1p1l0 1 1 1 1 1
s3c1p1l1 1 1 1 1 1



InCharge Technology AdvantagesInCharge Technology AdvantagesInCharge Technology AdvantagesInCharge Technology Advantages

!! FutureFuture--proof foundation for automationproof foundation for automation
!! Applies to any type of problem in any technologyApplies to any type of problem in any technology

•• Any logical or physical objectAny logical or physical object
•• Any domain: network, system, application, serviceAny domain: network, system, application, service

!! Intelligent analysis automatically adapts to Intelligent analysis automatically adapts to 
managed environmentmanaged environment

!! Blazingly fast distance computationBlazingly fast distance computation
!! HyperHyper--accurate, even with symptom delay or lossaccurate, even with symptom delay or loss



InCharge Application FeaturesInCharge Application Features

!! New application = a new model libraryNew application = a new model library

!! AutoAuto--discovery of logical and physical discovery of logical and physical 

objectsobjects

!! Graphical visualization systemGraphical visualization system™™

!! Integrated solutions on common Integrated solutions on common 

platformplatform

!! Distributed architectureDistributed architecture



InCharge Auto DiscoveryInCharge Auto DiscoveryInCharge Auto DiscoveryInCharge Auto Discovery



InCharge Graphical VisualizationInCharge Graphical VisualizationInCharge Graphical VisualizationInCharge Graphical Visualization



InCharge Service ViewsInCharge Service Views



Manage Problems in A Business ContextManage Problems in A Business Context

• Authentic problems correlated to service, customer, trouble ticket
• Automated Impact Analysis uses predefined or user-defined formulas
• Pull down menu for interactive command and control, audit trail
• One click drill down to details
• Automated filtering, prioritizing, aging, matching alarms to clears



SMARTS Puts You InCharge!SMARTS Puts You InCharge!

!! Starting with problems is key to automated analysisStarting with problems is key to automated analysis

!! Automatic adaptability to changeAutomatic adaptability to change

!! FutureFuture--proof foundation with behavior modelsproof foundation with behavior models

!! Speed, Scalability & AccuracySpeed, Scalability & Accuracy

!! Immediate ROI with Instant Results TechnologyImmediate ROI with Instant Results Technology™™

Any Problem, Any Object, Any Topology
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