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The Internet of Things (loT) Starts with Intel Inside®
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ASAt ME 7|2 WE £ 2 Xt QIGLICH XtSAt MEE2 M7, ™I &HX|E 7t2|7|"H 80if=H, z20=

IT(Information Technology) 7|&7tX| Z2Zst= 7fEo 2 MRIL|CH F|4l AFSXI0| E0{7H= ®7|, MAL T &x|= Ho| Al A
01 Xtg F +EVHK| YHSUSLICE O{EMAE AT I2X HEE, XM O WX, &ek = X5 Mat 2|, X5 715 MsS
AMAE X538 =X} HX A|AE S Mot @8 HE A|AE! (ADAS: Advanced Driver Assistance System)2 ZtE AMX|7} 6HLt
= A0 SEotn USLICEH ADASO| CHSH "ot 3 SHXQULICE M A AR Q0% St M1 oF £ 0|= QiCh= 0|

=2 d=euCh

Xt=x} XtSXtO| £0{7H= MCUE O B89} 47t AFBILICEL OS2 85t 240] ADASS} 2t

M 7|20 e Crst ord, wel JS LI 20169 HX xSt °g74|E_AHf% dz's =

iR St QUELICL ADASE Ahg Falo| AlckS thb[st 913, RHERHS V2X(Vehicle to

=0 3 Everything)2Hs M2 A2 7|Ck2| 1 Q&L Hna vax gals chaut 22 4
S0| ZHAALRZ BEASD QI&LICH 0|12 EAl5| V2X2H BEL|C}

=%} Eé* AAEE JHH

DE AAR ZHO|AM ZH \\//efizlleto\/ehic\e \/Vefildetomfrastructures VvefigetoPedestrians VVeEiSEtOUOUd

1p Yol o|Ro{FELICE O

2|1 1 ZAojl= oto|32A

EEZ{(MCU)2t A|ARI AT

E9loi7} X2/5im ULt VX At 21 AE Al 20201702 ofiEiLIct of A7l 56 B0 =

HAMOZ A|RHE|S mio} UR|BILICE O WET SSX0I OM EA10| 7HS XM X=X}

= AlE QIEHl(loT) 2HE0A S2l0]= EIII *xm EILICH ISR HE 7|22 V2X
AICHE 2tO} F&iTf PO “MERS A &E ZoZ 27| 40| HpE ZLICE E4
SXOZ JHEE MCULQt A|ARI AZEQO{9 XE|= 1M s CPURL L B2 S8 A
E9J0{7} XpX|=E A LT

2000y 2010ELCy 2020y
Compute MCU SoC 1Ms CPU
Network CAN CAN/4AG CAN/5G
Software Al HLT| MO S | HUD, MDPS, SMK S ADAS, V2X
R&D Strategy = HZst I lCVESpSkeT
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Functionality

V2X A|CH,
SElX|s AsAtE BHE A2t
ATEQ|0] JHE 2l

AHsxb LY FE A|AH] JHErS 0f R & EX|El ZAS 2t O|RZRILICE SEEYI0], &
2of 78 A2 BE O NICHER HAet 7|&2 WHELICH Xtk E0{7t= &
HEE A2t M= EE OFF|EIN, SAl HAS NMEFILICHL AZESQ 0] 7, HIAE, Y
CMMI(Capability Maturity Model Integration) ZEA|A S MZl BEI0f| 2k 0| 20{ZIL|C},

CISo 2 HERXZS| 2R S| AbSAte| LiE E412 092 ECU(Electronic Control Unit) Zt
CAN(Controller Area Network)S S3ff O|R0{&IL|Ct. X=X} St CHOf| S0{7t= ECU == 44
74 O|&to| ElLIC HIERIR SHUAM 2 I SEISH AZ0| XFSAt LA 0|R01X|= A
L|C}. XS Xtofl= 0121 CANO| EXH{St, 0|5 St M0 £=20i| A7 | 2/s AH|0|E0]7F
Ar8E|= O|RLICH

i=h

=
=3
=

XpESAt 2t otE0f, AZEQ0] JHY, HIAE, HYIE A2 V2X AlCHOl| HSHE SHolg Y
LICt Z|4 ADASE Chefet 24 7to| d43A8S Saif SARILIC 72, 2i|0[X, HA SO
MEZ IS AAELICE Bier| JA O =2 50| 7 U XSkt Y7ls ARE g7
7t 202 2 metz AYLth BE BEXE dAlst ditsts AL HE Z=HME £
= 20| 022 REIHE ALt

2O = ADASLE V2X 2 7|50| £B|Xte| RAESRE 10 o|AAF| 7IX|= def2 H HE A
YLCh 2= Y F20|M o{EH FHHE ZE AR SQ6HE 0|1, 2T HE =
EMML Y BE ATEQ 0] 7[£0| s 2aE ALY

It Starts with Convenience )
and Ends with Safety Assist
The Road to Autonomous Driving Adaptive cruise

control —_—
Emergency Self-driving
Electro- braking
D _Self mechanical Inform Lane keeping
riving Safet ————
4 In-Vehicle Lanc_dc parture
Air bags Infotainment | B!ind st
Electronic Parking assist
System Ctability Development
Stability % :
Control Integration

ABS

Safe Compute requirements increase
Driving with system functionality

100 1000 10,000 | 100,000 !

33-bit

Assume

{ 1,000,000
b Compute (DMIPS)  Numbers are for illustrative purposes only

and do not represent actual measurements

( Z=X{: Intel, Technology and Computing Requirements for Self-Driving Cars )
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Automotive Solutions for the Next Generation Car

ADAS, V2X € XI=
olele MA|xiol K= A AR}
Chzimoz &aistn YaLch
5l AlZIZ ATHBHILICH

LGTXt2| XpMICH Bajjof el A

t20F2] MAEI 22 &
tel Xret Haf|ofElA 2201|AM
0 USLCE LAk HEEIE XtE
/ot HefojEI A CHE 7HE HE
off Lid A=ILICE o|E 2lah QIEel Xts

X2 HAEE HEY3I HOt 2EME
CHE LGHXEZE REMICH R OHEIAS 25t
LIct & 24d, MM FF(Sensor fusion) S
Htt 7[=0| oA g o Lt

o=

@ LG teI

Hﬂ

xte| O[2HE HHHLZ| 2/sh

QNX A|ABIZO| X[M|CH ADAS

Q=2 =t 2|(Blackberry)e| XFE[AFRI QNX A[A

ElxQf XtMICH ADAS £2M JHUS Qs &=dot Ql

ELICE YAte Qe Ot TZAMME HEHSH REO

ONXQ| AI=xI2 QZHQIHE ZiZS ME251US
[

— =2 A =

LICE A= HE Z2 MM} A4E RTOS(Rea
Operatmg System)Z Zgtsll ADAS, QIZE|QIH
2 O 1, EHA A3ie 22 [AIE A= L C.
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BMW F{4UlE|[ECElo|E

BMW?Z| Xf2tst= LiH|AH|[0| M A|AEIO] Z{UIE|EEE}0|E(BMW Connected Drive)=
QI T2 NME AMESHD QSLICE BMWE T7| XESAQ! i3 HROf|E QIR T2 A
M 7|8t HUE|EEZI0|EE M EIELICE BMW i3 2FXH= FHUE|EEEto|lE22 2
QLY & ofL|2t MAIZE A, FA SN S| HEE Bot = &~ USLICE ADEED}

AZsl 5o AE2|Y, 24 O|L|0] SE 0[&5t= Ak 7FsELICE

FHdl7 IR E20iste] =224 7hsEt ASkL S| =210|E
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b2y m2aaial JHS$E 8| =210 E(Programmable headlight) 2 12 =3 A|of
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Mrio] HERH| 2| £E5t X}SX} |

OlEle xH710] 2iE2H{(Jaguar Land Rover)2t 0|2 XS X|0f| ME& ‘ELs5t 7|
Mol HEZH = QI 2|FMA FHHEIE X8 2TAte] A2 A0t
28X X7F M QOHSLICE Xt 20| (522 B OfL|2t PEXPH
et £7|= YT Lok HMELICH 8ot otL]2t 3D FHH2tE =20] U
HZto|A LHELICE FAF M= 360=2 FHE Y 20{ELCEL 2F %@EFE o2k E
S O grE YA o2 85 ALt

QIu|L|E] Q502 QIZE|IHE Al AR

QI|L|E| Q50(Infiniti Q50)2| Als2 2™ ME{HAlotY| U= T2 SHHO]| ‘Intel Inside’ 2107}
SLICH O|= CHst 0] EAIEl SHHE PHeh 4~ QUGLICE LHH|AO|M ZZHEE ADAS 7|5, Q1%
EIQIHE 5 Cefst MH|AS 2T O 2 FAFSH 4= QI&L|CE

SCHRFS KL HUIA| 224 7|0FXLS X} K92| ZEigh QIEE|IHE AAH]

o

20150 SACHARS X MUIA| A2 QIZHQIHE A[ARE QI Z2M|Mof 7|8HS SLICE 7|0FXt
SA2| 71l KO HA| 21 OtF T2 MM 7|8 QIZHQIME AARS LIESHD ASLICE K92
B2 LHH|A0]Y, QIZH[QIME /0] UVO AMH|ALL AZS Sall Hf|OHEIA Mu[ATEK] T Z3
Z0IM HSefck.
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Platform

o1d2 H4E|S KSRt Of2fet B
IVI(IN-VEHICLE INFOTAINMENT) A|
S 915t ASA 7IYS 2

AT EL0] 7|8t

OlEll OFE L2 M|A| E3800 A|Z|= 7|8F9| SoC (System On Chip)

HO| e 9l= SIS0 Z3E (KhSK YA7E 275k= &2 gy, t=ld &E)

st HAel 7o) 2t Chket SKUZ S5 7ts

dES 0rE! 1/0 WAlap Jef=] E210[H X[

skt 280l Hetst 2E 204 M3

HARDWARE AND SOFTWARE FOR 1VI

Intel® In-Vehicle Solutions Intel® In-Vehicle Solutions Intel® In-Vehicle Solutions
Compute Modules Software Foundation Platform
(Pre-integrated hardware and BSP) (Comprehensive middleware) (Application-ready IVI platform)

Essential Features
[+ 4

Premium Entertainment

Board Support Package (BSP)

Automotive Boot Loader (ABL) Advanced Entertainment
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HHELICE.

HE| O|C|0] Z2A| 4 24 24 LiH|A|0|4, GPS

DVD XHAY Bl AE OIA] (text to speech) QlE{Hll/EeteE A

QL|, H|C|2 22| HAX 14 FIH[EIE S5 21" A TS
SS9, gA AER[A X2 S E{X| 232l ADAS S
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http://www.intel.com/content/dam/www/public/us/en/documents/product-briefs/in-vehicle-solutions-platform-brief.pdf
http://www.intel.com/content/dam/www/public/us/en/documents/product-briefs/in-vehicle-solutions-development-kit-brief.pdf
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4x PCl Express*

DDR3L memory down/SO-DIMM Gen 2.0

Up to two channels, configurable ’

as one channel with ECC Up to

two ranks per channel
.
' N

Display Ports:
2x SATA Gen 2 eDP, DP/HDMI, VGA
- Intel® AtomTM o
Processor N

( E3800
3x USB 2.0 host ports Product Family

1x USB 3.0 host port
2x USB 2.0 HSIC ports

Low Power Audio(IS)
P
1x eMMC ~
1x SD card N
1x SDIO
N SIO
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http://www.intel.com/content/dam/www/public/us/en/documents/white-papers/automotive-autonomous-driving-vision-paper.pdf
http://pages.path.windriver.com/-WP-a-smart-way-to-drive-ecu-consolidation
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Software and Services

Anti-malware Network enforcement Biometrics
Cryptographic services Anomaly detection Over-the-air updates
Other

Hardware Security Services that Can be Used by Applications

Device identification Isolated execution (Message) authentication

Fast cryptographic performance

Hardware Security Building Blocks

Platform boot integrity Secure storage Secure communication
and chain of trust (keys and data)
Tamper detection and protection from

Secure debug side channel attacks

Figure 3. Defense-in-depth building blocks.
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