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Content Delivery Networks

Important to deliver a complete
system for Content Delivery Networks

Enables Service Providers to build
new value into their networks and to

deploy highly profitable content
delivery services



CDN Market Dynamics
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Value-Add Content Delivery Services
The SP's Vision

Grow and maintain brand
equity and customer
Value-Add loyalty by improving the
user experience

Streaming

Basic Web
Hosting

Internet

Access
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Emerging Content Services

Business to Consumer
Services

Static Image acceleration
(this is the state of CDN's
today)

Large Scale On-Demand
and Live Streaming Media
Delivery and Hosting

Content Rating and
Filtering

Distributed Dynamic
Content

Personalization (e.g. Ad
Insertion

Presentation_ID © 2000, Cisco Systems, Inc.

Business to Business
Services

Distributed Web Hosting,
Applications Hosting, and
E-Commerce

Virtual Private Content
Delivery Nets (VPCDN's)

Intranet/Extranet Streaming
Media Delivery

Streaming Media Delivery
and Hosting

Enterprise Controlled
Content Access and
Deliver




Huge Emerging Opportunity

Internet Generation g

Rich Content and
Broadband Access

Service



U.S. Web Hosting and Content Delivery

Service Revenue: 2000 - 2004

Millions
$25,000- 25,770
$20,000 - l Content Delivery
Service
$15.000 E Basic/Shared
Il Colocation
$10,000+
[J Customized
$5,000- B Advanced/Managed
$0

2000 2001 2002 2003 2004

Source: Forrester Research, 2000
Internet Research Group, 2000
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CDN Opportunities

Backbone SP

Overlay Pure Play
CD SP
Reg/Loc ISPs

National ISP/ Greenfield ISP




Content Delivery Services
Challenges to be Solved

The Challenges

* Network bandwidth
congestion

* Distance/Speed of
Light

e Origin Server
Scalability

e Peaks/Flash Crowd
dynamic congestion

The Solution

e Distribute content
closer to the user
while maintaining
security and
HESNESS

« Adapt content access
to dynamic real world
demands




Cisco’s .
Content Delivery Network

Solution
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Cisco’'s Content Delivery System

« Enables New Content Based Services
« Improves end-user experience

* Provides superior scalability and “flash crowd”
protection for e-business

« Insures high levels of content availability and
security

« Leverages investment in Cisco IP Infrastructure

Enables SPs to build additional value into their
networks - value which will translate into higher

revenues, better margins, and increased customer
loyalty
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Content Delivery Networks

_Required System Building Blocks _

Content
Delivery
Services

Content
Delivery
Networks

L2/L3
Networks
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Web Hosting E-Commerce  Streaming Applications

Content Distribution § Content Content Content
& Management Routing Switching [ Edge Delivery
Intelligent Network Services

Highly available, scalable, performance network at Layer 2/3

Mobile Fixed DSL Dedicated/ [ISDN/Dial
Wireless ATM/FR

o Systems, Inc. 12



CDN Platform Overview

Content
Routing

;
~Content Content
Distr &

Mngmt

1. Publish the
Content to the
Network Edge

Content 3B. Find the
Sy Best Server or
Edge Delivery
Node

Origin Servers
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Content Delivery Networks

Bringing Content Closer to Users__

Primary Data Center

9y 07
.- I ’ Distributed Data Center
= — f &=

-y

Origin Web E-
Server |

Content Distribution — = Content Edge
Content Routing Delivery

Content Edge-Delivery

Content Dl’rﬁa‘ry\Nod / Content Delivery Node

[ -—vr\“!
Local DNS
s - Server

Content

Router Swithing
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Intelligent Network Services

Security, QoS, VPNs, and Multicas

Cisco

Service Service Provider o
Management Network ﬁgg::ﬁgﬂon
(CSM)

Secure Intranet
Unique RD

Public

Internet

Partner A

Secure Extranet
Secu re / \

Remote Access Partner B Partner C
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Content Switching
Shared Infrastructure

Server Access Layer
L2 Switches

Service Aggregation
CSS 11150, 11800

L4-L7 SLB &

‘ Content Policies

Content Caching

Routed redundant
uplinks

Distribution Layer
Catalyst 6500

Layer-3 core for
maximum scalability
(OSPF or EIGRP)

Network Access Layer

Cisco 12000 or 75XX
Scalable DRPs

(Full internet routes)
MPLS/VPN Ready

VLAN Trunks
Routed Links

Core IP
Network

Presentation_ID © 2000, Cisco Systems, Inc. 16



SLB vs. Content Switching

SLB Content Switching
Local server load Content request routing
balancing _ _
- Network-wide content discovery,
Local URL filtering distribution and synchronization
Server-specific policies Server, user, content, network,

Policies local to a switch application policies

Content-specific and network-wide

Inbound traffic .
policies

management

In/outbound application/flow states
intelligence

Standalone switches

Layer 2,3,4 : :
Y Switch clustering across network

Layer 4-7

Presentation_ID © 2000, Cisco Systems, Inc. 17



Web Hosting and ASP Services

Business-class
Shared Web Hosting

ASP/Hosting \H
- E-commerce Services
- Distributed Data Centers
- Flash Crowd Insurance
- Content Distribution

Chicago
Data Center Data Center Co-located Customers
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Dynamic Content Replication:

Flash Crowd Insurance Services

San Jose Web Hosting
Data Center

Boston -
Datna Center Intern L o

=== Overflow
E £ Servers

5 E

London

Data Center Developing “Flash” Crowd

Dallas _

Data Center Dynamic Content Replication

© 2000, Cisco Systems, Inc.
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Web Site Security Services

» DoS Attack Prevention
» Stateful Access Control
» Network Address Translation

Attacker

» Load Balanced Firewalls

DMZ Services

Presen tation_ID  © 2000, Cisco Systems . Inc. 20



Premium Services for Users
and Transactions

Overflow
Servers

- Cookie Switching enables prioritized
services for important customers

Route users to specific servers
based on user’s cookie

MR T [ Restrict max # of transactions
—— | MH on “Platinum” servers to ensure
o Basic best performance
N E ACA selects best server
within each group

Provide overflow servers for
Gold and Platinum customers

21



New Web Access Devices

Challenge:
Web sites must deliver content Web
in different formats for different Phones
devices: Internet phones, PDAs

Solution:

Content services switch detects
browser type in HTTP request
and routes to appropriate Web
servers or transformation
gateways
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Transparent Caching Services

| iizing Broadbd Access

Broadband
POP

INntéernet

Broadband

Access
Network

Transparent - no browser configuration required

Improves performance by bypassing cache for non-cacheable
content or cache failures

Content policy allows include, exclude (bypass), or block actions
based on Access Control Lists

Based on IP address, TCP port or URL
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Content Routing Using SODA

Origin Web - CDM-7360
Server

 Client is routing to best server using DNS
» Feedback information on the “best” server is stored in the Content Router
 Clients can be routed to the “best” server using policies, such as location of content
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Broadband Network Services _

RoAD RUNNER
Regional I oG H SPEED ONLINE ~

Data Center

25% savings
on Internet backbone
connections: $15M per year

'77_ SEIOEIN 759 response
B Cable Access time

NI Wels'@ 'mprovement for
roadrunner.com

content

www.roadrunner.com/*.* www.everything else.com/*.*
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Cisco Forms Content Alliance

Accelerate Adoption of CN Service

Objectives of the Content Alliance

Develop and promote open standards for Content Peering

Drive the creation of other standards needed to speed the
adoption of Content Networking services

28 Charter Members

Presentation_ID

ARC, America Online, Inc., Cable & Wireless, Cisco Systems,
Digex, Digital Island, Documentum, EMC, Entera, Genuity,
Global Center, HelloNetwork.com, Mirror Image Internet,
NaviSite, NetSat Express, Network Appliance, OBCTV.com,
Primedia Workplace Learning, PSINet, Servint, SolidSpeed
Networks, StorageNetworks, Streampipe.com, Sun

Microsystems, Telefonica Data, US Data Authority, Vividon,
and Walt Disney Internet Group
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CDN Roadmap for Service Providers

B-to-C Senvices Distributed
B-to-B/Ent., SENVICES Dynamic
Content,
Enterprise Persenelizauien

Controlled
Access/Deliveny

Distribuied
Hosting,
Intranet/
Extranet
Streaming;
\VV/PECDNES

Large Scale
Streaming,
Ratimg/Ellterng

Static
Image
Acceleration

Proprietary Additional
CDN's Today  New Cisco Enabled 2001 2002

Services Today
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Key
Features /
Benefits

Products

Content Delivery Networks
Delivering the Complete System

Content
Distribution &
Management

Global /
centralized
provisioning

Real time
monitoring

Ensuring fresh
content

Self organizing
distribution
network

CONTENT
DISTRIBUTION
MANAGERS

* CDM 4670
* CDM 4650
* CDM 4630

© 2000, Cisco Systems, Inc.

Content
Routing

Scalability

Routing to
best most
proximate
content

Adaptive
routing around
failures /
congestion

CONTENT
ROUTERS

* CR 4450
* CR 4400

* Distributed
Director:

Content
Switching

Flash crowd
protection

Optimal handling
for non-cacheable
content (e-
commerce, etc)

E-commerce
transaction
assurance

Core distribution
capabilities

CONTENT
SWITCHES

» CSS 11000
+

 Catalyst 6500

Content
Edge-Delivery

High-performance
content delivery
for POPs

Integrated caching
for transparent
insertion into the
network

Full scalable
range product
range with
common
architecture

CONTENT
ENGINES

» CE 7320
» CE 507/560/590

Intelligent
Network
Services

Leverage
existing
network
infrastructure

QoS
Security
Multicast
VPNs

NETWORK
SERVICES

» Cisco IOS




Resources You Can Use
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Hosting Resources Online

entralized Portal for Content/Hosting Infg

http://www.cisco.com/go/hosting

Hosting Resources 0O e - Hetscape
File Edit “iew Go Communicator Help

I @ @ A D e £ e & @

Eachk Fonward  Heload Haome Search Guide Eritat: Security Stop

? w‘ T Bookmarks & Location: Ihttp:.-".-"ccn-stage.ciscn.cnm.-"warp.-"public.-"??El.-"servprn.-"services.-"hrn.-" LI ﬁ]' Wwhat's Related
i =1 |:|l' Internal Suppt

[ CEC IF_I" Cizco Dashboard |:|l' Cormrmon Tools

Cisco SYSTEMS

Hosting Resources Online

Today's service providers are being
challenged to meet increasing demand
for hosting serwvices, including:

= Wreb, e-commerce hosting

= Application hosting

Sarvices

Business
For wisionary serwice prowider=s who are entering this - Tools
excitimg, mewr market, Cisco prowide=s Hosting | 4
Resources Online, 2 Web-based resource center
offering the intelligence you need to get started:
= & broad understanding of the opportunities and
challenges associated with Web ho=ting, e-commerse,
and application hosting

= o0 overnsiew of Cisco products and technologies that
help build and fortify the hosting service infrastructure

= 4 directony of Cisco partners that offer experise and
partnership to hosting =ervice providers

Markeating
Reasourcas

| [—=i= | |Documnent: Done

o

http://wwwin.cisco.com/splob/soluions/hting/
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Hosting Business Model

Interactive Modeling Tool

http://wwwin.cisco.com/splob/solutions/hosting/business_model.shtml

=i Miciooilt Esced - 119300 3HE 38 -Hooded Appe Busavess Case, xds i
B e £t Vs et Bgrest Jook (et Windcee Help ==l =]
A B [ [1] | E F =

: Cikcn Srsrems

2 Web and Application Hosting Services Business Model

] .
4 Summanry’ Faar 1 Wear 2 Yaar 3

5 | Ehered Infrastruceore it =il

E Bary Murmmbar of Hosling Cushomers 1 220 4 S 13 50
¥ Sl Flumnbezr of Spp Bratons Do shomers 475 1 A7 35T
B Pharnbeer of Inbe graton Dargs A F=1 Cole 15 9002
L] Hesting Fervices Pharekser of Basc b =T =54 X 1=
10 By st Hicerireg

1 [r——
12 PR — L

13 Hasimg Feserue & o 505 =31 E 40 NEHESE % Va1 O 4 S5
14 SupplEcation Services A placal wan Fhiirsisaoe f 2 FHDE £ IMSESSSE f 451 00 Ss
15 Ecorene e Spps CH e HowErea e - P S =1 =G E + =2, 110 08
16 [ T T ——— Total Herws e T B BdE NI % T ENSE fF BEdNElSES
17 [ g ST ey

18 E o p e

19 Cither Services [ T f MMEST & % A A =aT % =10 S50 40
_ll P el Cash Expersi=: T A3 A0 SEH 1T 1SS 48T O §F F0F 155003
2 P e Total Expenses § ESSOT0ETY § 170449500 § 356004 2%
=
£ Grass Operaling Hargin -1 Ca/h 48 §f EJAFESE T 5155
24 Grioss Opersling Margin Pacastiage 11 %% T e —
=

r. -] Increamental Capitad Inwvestmant
o
| £ [ 405 7] % 20, 38E 520
| =3

30 | Feturm on Investment
il 4 b Y B Carcaral f Pascesr 0 Capcl o, Excesncr o Dot

Presentation_ID © 2000, Cisco Systems, Inc. 31



Content Delivery Networks

Content Distribution § Content Content Content
& Management Routing Switching § Edge Delivery

Intelligent Network Services

Important to deliver a complete system for

Content Delivery Networks and Next Generation
Content Based Services

Enables Service Providers to build new value
Into their networks and to deploy highly
profitable content delivery services

Presentation_ID © 2000, Cisco Systems , Inc. 32



Ciseo Svysvems

M@)

EMPOWERING THE
INTERNET GENERATION®"
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